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DOCUMENT PURPOSE

This document introduces the GDMS platform and how to use it to manage various Grandstream products.
Currently, GDMS supports GXV33xx series, WP820, WP810, GRP series, GXP21xx series, HT8xx series,
DP7xx series and GVC3210.

To learn more information about GDMS platform, please visit link www.grandstream.com to get more

information.

The following topics will be covered in this guide:

. Product Overview

e  Getting Started

° Device Management

e  Account Management

. UCM Remote Connect

. Device Configuration

e Site Management

. Task Management

. Device Diagnostics

. Alert Management

. Channel Management

° User Management

. Organization Management

. Value-Added Services

. Multi-Factor Authentication

e APl Developer

e  About GDMS
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CHANGELOG

Version 1.0.6.10

e Added UCM CloudIM Plan. [UCM CloudIM Plan]

e  Added support to modify the UCM region. [Edit Device]

Version 1.0.5.5

Added to support to synchronize UCM devices alert notifications to the GDMS platform. [Synchronize
UCM Device Alert to GDMS]

e Added to support to restore UCM backup file remotely through the GDMS platform. [Restore UCM
Backup File Remotely]

e  Added to support to diagnose UCM devices through GDMS platform. [UCM Device Diagnosis]

e Added to authorize to Grandstream Support to manage devices. [Manage Device via GDMS

Support]

Version 1.0.4.9

e Added Call Statistics module for VoIP devices. The SIP accounts in the devices which are using
UCM Remote Connect service plan will report the call quality and statistical report. [UCM REMOTE
CONNECT - CALL QUALITY]

e  Added support to upload UCM device backup file to GDMS platform. [UCM REMOTE CONNECT -
UCM BACKUP]

e Added SMS Notification function in the GDMS platform. [SMS Notification Settings]

e Added to allow users to add UCM devices to the GDMS platform with original password. [Add

Device]
e Added to support to configure multiple SIP servers for a single SIP account. [Add SIP Account]

e Added to allow users to set sending time for UCM daily statistical report. [Set Daily Report Receiving
Mailbox]

Version 1.0.3.4

e Added to support network diagnosis and system diagnosis functions in device diagnosis module.
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[DEVICE DIAGNOSTICS]

e Added to support to configure the concurrent upgrading devices amount for concurrent upgrade

tasks. [Supported Devices and Requirements]

e Added WP810 to supported devices. [Concurrent Upgrade]

Version 1.0.2.8

e Supported to add UCM63xx to GDMS platform. Added PBX Device module: Remote access to
UCMB63xx, restart UCM63xx, upgrade UCM63xx, view UCM63xx device details, data statistics report,
synchronize SIP accounts in the UCM63xx to GDMS platform, etc. [UCM REMOTE CONNECT - UCM
DEVICE

e  Added Value-added services module in GDMS platform. Supported to purchase/renew/upgrade UCM
Remote Connect Plan and UCM/User Cloud Storage Space Plan and view the order history.
[VALUE-ADDED SERVICES]

e  Supported to view statistics report of UCM63xx device. The system can send the daily report to the

configured mailbox. [UCM Device Diagnosis]

e  Supported to view the enterprise/lUCM cloud storage space usage. Users can receive alert

messages through configured mailbox. [View Storage Space]

e  Supported to notify users when the plans will expire soon or has already expired. The alert

notification can be sent to the user through configured mailbox. [View My Plans]

e  Supported to create tasks to reboot/upgrade PBX devices. [TASK MANAGEMENT]

Version 1.0.1.16

e Added device local configuration synchronization function. Users can synchronize the SIP accounts

and parameters to GDMS platform. [Synchronize Device Local Configuration]

e Added “Disable Push Configuration” function. Users can disable pushing the configuration to the

device through GDMS platform. [Disable Push Configuration]

e Added file type “Others” in Resources Management module. There is no file type limit if the user

selects the file type as “Others”. [Other Resources Management]

e Added to allow users to manage devices with GDMS mobile application. Users can use the
application to scan the bar code of the device to add the device to GDMS platform, configure SIP

accounts and view alert messages, etc.
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e Added GDMS account deletion function. [Delete GDMS Account]

Version 1.0.1.3

e Added Resource Management module in GDMS platform. [RESOURCE MANAGEMENT]

e Added Custom Ringtone configuration and involved settings. [VOIP DEVICE MANAGEMENT]
[DEVICE CONFIGURATION]

e Added the function to support to copy configuration. [Device Parameters Configuration]

Version 1.0.0.65

¢ New independent region: EU region (for GDRP rules) [Region]

e  Support GRP26XX, DP7XX, GXP21XX, GXV3380/3370/3350, HT80X, HT81X, GVC3210, GRP2616.
[Supported Device Models]

e  Add Sub-level organization feature.

e User's dashboard support statistic by sites. [Device Statistics]

e User's dashboard adds devices distribution Map. [Device Statistics]

e Add operation log for difference users and record the operation logs for each device. [SYSTEM LOG]
e  Support repeating tasks. [Repeating]

e ACS server support load-balance.

e  Supported Multi-Factor Authentication function in GDMS platform to provide higher security protection
for GDMS account. [MULTI-FACTOR AUTHENTICATION]

e Supported to copy and paste the data from other organizations when users try to create a new

organization. [Clone Organization]
e  Supported to transfer the devices to other organizations. [Move Device]

e  Supported to divide group template to multiple series templates, which is easier for users to configure

devices in different groups. [By Group]
e  Supported to delete organizations. [Delete Organization]
e  Supported to filter the devices in the specific city on Device Distribution Map. [Search]

e APl Interfaces. [API DEVELOPER]
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Version 1.0.0.42

° This is the initial version.
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WELCOME

Thank you for using Grandstream Device Management System!

GDMS is a cloud-based solution that provides the ability to easily manage Grandstream products before,
during, and after deployment. GDMS separates subsystems independently based on different product lines:

VolIP phone systems, PBX systems, network systems, and gateway systems.
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PRODUCT OVERVIEW

Feature Highlights

e Intuitive deployment and management: GDMS’s easy-to-navigate web portal and batch operation

support allow users to easily deploy and manage Grandstream devices located on several sites.

e All-in-one solution: GDMS offers a complete package that offers convenient management of
devices and SIP server accounts on multiple sites, real-time monitoring and alerts, task scheduling

and tracking, and device diagnostics.
e Supports presetting offline devices.

e One-click debugging: Easily collect system logs, network captures, and traceroutes with a click of

a button.

e Supports UCM devices remote management and synchronize SIP accounts to GDMS platform in

real time. All devices/SIP account one-stop management.

e Supports value-added services - UCM Remote Management Plan in GDMS platform. Supports

remote external network communication for UCM clients.

e Supports value-added services — Cloud Storage Space in GDMS platform. UCM users can store

more data and do not need to worry about the storage space.

e Channel customer support: Allows automatic association of Grandstream ERP devices, allowing

for the establishment of channel relationships and quick device allocation.

o Powerful API integration features: GDMS is compatible with ERP/CRM/OA platforms to improve

workflow efficiency.
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GDMS Technical Specifications

Table 1: GDMS Technical Specifications

e VOIP Device Management
e PBX Device Management
e Account Management

e Device Configuration

e Firmware Upgrade

e Device Monitoring

¢ Intelligent Alarm

e Statistical Analysis

e Channel Management

e Task Management

e PBX Backup

e Plan & Service

e HTTPS protocol and two-way certificate verification to ensure data

Security and

security between devices and GDMS.

Authentication e The key information of devices is encrypted and stored so that the key
information cannot be obtained from the data storage.

e The account password is encrypted and stored with sha256 algorithm to
ensure the security of the account.

e Serial number authentication of devices to ensure private rights of
devices.

e The privileges of the sub-users can be managed on the GDMS platform.

e  Support Multi-Factor Authentication.
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No limitations on the number of devices and SIP accounts that can be
managed.

Configuration of all supported device parameters is supported, including
but not limited to account settings, phone settings, network settings,
system settings, maintenance, applications, profiles, and handsets.

Management of sites, group templates, and model templates.

GXP series (Supported GXP21XX only, pending for other GXP models)
GXV series (Supported GXV3370/GXV3380/GXV3350)

GRP series

DP series

WP series

GVC series (Supported GVC3210 only, pending for other GVC models)
GWN series (pending to merge the existing GWN.Cloud system into
GDMS platform)

UCM series

HT series

GXW series (pending)
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GETTING STARTED

GDMS Overview
Main Functions Overview
Import Devices and Management

Users need to import the devices into the GDMS platform first in order to view the status and configuration

of the devices and monitor the devices on the GDMS platform.

Channel vendors could acquire devices directly through ERP, and the channel vendors need to submit

relevant certificates to Grandstream customer support.
Import SIP Accounts and Allocate to Devices

Users could import a batch of SIP accounts with Excel files, and allocate the batch of SIP accounts to
devices. Users could complete all accounts configuration for all devices through importing a batch of SIP

accounts to a batch of devices.
Configure Devices

e Configure devices by model: Once the device is associated with the GDMS platform, the device

will be allocated with the configuration parameters according to the device model and located site.

o Configure devices by group: Manage the devices by certain rules and groups, and the GDMS

supports to push configuration files to all devices under a group.

o Configure a single device: Modify a specific device configuration in the Device list directly.

o Configure devices by configuration file: Users could upload the configuration file of the device into
the GDMS platform directly.

Firmware Upgrade

GDMS platform supports to upgrade a batch of devices’ firmware by device model, site, firmware version
range and other conditions. It also supports to upgrade the devices’ firmware by a batch of MAC addresses

of the devices.

Schedule Tasks

Users could schedule certain tasks for a certain period of time. For example, users could schedule firmware
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upgrade task and execute the task in the early morning, so that the task will not affect the device owners.
Alarm message and diagnostic

In case of malfunction or dangerous operation of the devices, the administrator will be alerted. The GDMS
platform supports to allow the administrators to diagnose faults of some devices in order to locate and

resolve problems quickly.
Prerequisites
o TR-069 feature needs to be enabled on the endpoints.
e Working Internet connection to access GDMS platform.
e Endpoint devices are in the supported device list of GDMS platform.

GDMS Account Registration

If using GDMS for the first time, an administrator will need to register for a GDMS account using the

following steps:

1. Open the GDMS platform URL on the browser: https://www.gdms.cloud

Figure 1: Welcome to GDMS
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2. Click on Sign Up option to enter the registration page, and then fill in the following information:|

“ SRANDSTREAM

Region

Customer Type

Email

Display Name
Username
Password

Confirm Password
Company

Country

WELCOME TO GDMS

US Region

& United States
© (GMT) Coordinated Universal Time

°

Figure 2: Register GDMS Account

Table 2: Register GDMS Account

This option shows the user will be connected to which server. The data of the
different servers are completely independent.

The default setting is “United States”.

Select the customer type of the user. Available options are Provider, Reseller,

System Integrator, and Enterprise User.

Enter the email address that will be associated with the account. Account

activation and password reset emails will be sent to this address.
Enter the user’s name

Enter the login name of the GDMS platform

Enter the password that will be used to log into GDMS

Re-enter the password that will be used to log into GDMS

Enter the user’s company name

Enter the located country of the user’s company

Y S
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Time Zone Set up the current time zone

Verification Code Enter the captcha displayed on the right of this field.

3. Once registration is complete, an account activation email will be sent to the configured email address.
Follow the instructions in the email to activate the account and complete registration.

Supported Devices and Requirements

The current GDMS platform version supports the following device models.

Table 3: Supported Devices
GXP21XX

DP7XX
GRP26XX

WP810

WP820

GXV3370, GXV3380, GXV3350

Conference GVC3210

Device

ATA Device HT80X, HT81X
IP-PBX UCM6B3XX

Connect with GDMS

The devices must be upgraded to the firmware versions that are compatible with the GDMS platform.
Otherwise, the devices will not be able to connect to GDMS. When the devices connect to the Internet, and

the user has added this device to the GDMS account, the device will connect to GDMS automatically.
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OVERVIEW

Device Statistics

The Dashboard page provides an overview of the following information:

e Total accounts

o Total devices

o Total sites

e Accounts status

e Devices status

e Device Distribution
e Sites statistics

e Model statistics

&) cpmMs © Planasenice v 42 Grandstream v
“) Dashboard Dashboard
Device Distribution  Device List
Default Organization
2 ol Accounts 908 12D Total Devices 13697 && Towl Organizations 3
Account Status Device Status Device Type
I ® Audio Device 13456
® Normal 2 ® Oniine 255 Video Device 45
Abnormal 5 Offine 13441 Conference Device 1
Unassigned 861 Abnormal 1 ATA Device 173
PBX Device 2
Mode! Statistics
f
Default Organization
ceshi
ylluo Organization
(e English - (GMT+08:00) Beijing. Ch

Figure 3: Overview
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Table 4: Overview Labels

.

Total Accounts

Total Devices

Total Sites

Account Status

Devices Status

Device Distribution

Sites Statistics

Model Statistics

Displays the total number of SIP accounts configured on GDMS.
Displays the total number of devices configured on GDMS.
Displays the total number of sites configured on GDMS.
Displays the total number of accounts currently registered, unregistered, and
unallocated.
e Normal: All devices which use this account are registered successfully.
e Abnormal: The account is unregistered on a device.
¢ Unallocated: This account is not allocated to any device.
Displays the total number of devices currently online and offline.
e Online: Device and GDMS platform network connection is normal.
e Offline: Device and GDMS platform lose network connection.
Displays the total number of devices in each category: audio, video, and
conferencing.
e Audio devices: GRP series, DP series, GXP series, and WP series
e Video devices: GXV series
e Conference devices: GVC series
e ATA devices: HT series
e PBX devices: UCM series
Displays the total number of devices assigned to each site and the allocation of

devices per site.

Displays the total number of each device model, the percentage of total devices

that each model makes up, and the distribution of different firmware per model.
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P70 Audio Device

GRP2614 Audio Device

eee:

Figure 4: Model Statistics
Device Distribution

This menu will show the distribution map of the devices which have been associated by the enterprise.

e The dark blue area on the map shows that area has more associated devices, and the light blue
area shows the area has fewer devices.

. Users could leave the cursor on the area to check the amount of the devices in that area.

e If certain city has the devices, it will be marked with green dot . and users could leave the cursor

on the city to check the amount of the devices in that city. The user can click on the dot to see the
devices list in this city.

&) cpMs

Dashboard Dashboard

© ranaservice v 4P Grandstream v

Device Statistics Device Distribution Device List

Engien (G080 Beling Ch

Figure 5: Device Distribution
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Device List

This interface displays a list of all devices under the current enterprise account, including VOIP devices and

PBX devices, and users can find devices by MAC addresses.

) GbDMs € Plan & Service &7 Grandstream
Dashboard Dashboard
Device SIatistics Device Distribution Device L
All Models All Device Status All Account Status Filter ~
Address Device Name Device Mod:
00-0B:82:E0:3D:71 DP750 0122741 Default Organization
L] B2:9A: - GXV3370 2020610 ylluo Organization
00:08:82:DB:8E:17 UCME204 - - Default Organization
COT4AD06:98:7C UCME202 - - yllua Organization
Emily DP750 10320 Default Organization
will DP750 1.03.20 Default Organization
4 000BB2A40077 HT802 10151 Default Organization
Test-sqhuang WPE20 Default Organization
® 00.0 Max WPE20 Befault Organization
000LB219ae86 GRP2614 Default Organization
Bl: 4 NES
& Feedback English (GMT+08:00) Beijing, Ch

Figure 6: Device List
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VOIP DEVICE MANAGEMENT

The Device page shows all the associated VOIP devices. Users can view the information and status of the
devices, the allocated account information, etc. GDMS platform supports to allow users to configure
parameters, upgrade firmware, reboot/factory reset devices, view devices details, device diagnostics, and

other operations.

) Plan & Service P Grandstream ~
VolP Device ‘Add Device Import Device
All Models Filter
00.0882E0:30:71 0D0B:82E03DT1 DRSO 0122741 © 19216820013 19216820013 default Se fH B o
CO74ADOD:10:64 Emily D750 103200 200147008821 192168126138 defauit S fH B (c)
CO-74:AD00:10:65 will DP750 103200 2001-0¢D8:0001:0. 192.168.126.138 default o Pr H B o
ValP Device )
00:0B:82-A40D:77 DDOBB2A40D77 HT802 10151 - — default S S B o
aX Devic
00.0B82£9:21.04 (O Testsqhuang wiPs20 = — = defaiilt S fHh & ©
® 0008 82ED622A Max wPg20 = = - defaule S Pr HB8 B0
00:0882FIAE 86 D00bA2{SaekE GRP2614 - - - default Not configured L B Q
# 00:0B:82FO-EQEE - HTB12 - - - default GF H 8B 0
® 00:0B:82FIENFE HTB12 default < 4 Hemdm o
00.0BBZFF11:32 HT802 default o H B (2]
Pl Engish - (GMT+08:00) Beijing. Ch

Figure 7: VoIP Device Management

Table 5: VolP Device Management

e

Status
. The device is offline. The current account status is the last reported status before

Indicator

the device is offline.

The device is online.

The device network penetration (NAT) is abnormal, the GDMS server cannot

connect to the device, but the device can periodically obtain the configuration.

Account Normal: The allocated accounts from GDMS platform to the devices are registered
Status successfully, and all accounts can be used normally.
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: Some of the device’s allocated accounts are unregistered. This may be due

to the following reasons:
e The account is not activated.
e The account registration credentials are incorrect.
e The account was modified on the device.

No Account: GDMS platform does not allocate any account to the device.

Last Config Synchronizing: If the account and device parameters were modified, the changes will

Time immediately be pushed to the device. This status will be shown while this is happening.
Date/Time: The date and time of the last successful provisioning.

Call Status Idle: The SIP account is in idle state.
Busy: The SIP account is in a call.

HS Status
The SIP account is configured on the handset.

The SIP account is not configured on the handset.

Table 6: Operation Instructions

Sorting
Click on the sorting buttons to sort the list by various columns in

ascending/descending order.

Custom Display

Option Click on the e button on the top right corner of the list to select the columns
to show and/or hide.
Search In addition to being able to search for devices with the search bar near the top-

right corner of the page, users can further refine search results by clicking on
the Filter button by specifying account status, device status, site, city, and

firmware version.
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Refresh List Al Models Filker ~

All Clles. Al ACCOUNE STaUs Al Dievice Sranus. Al Firmiare Version

Figure 8: Search Devices

Add Device

To add a new device to GDMS, click on the Add Device button. The following window will appear:

Add Device (To Default Organization) X

Device Name
* MAC Address
* SIN

* Site default

Cancel Save

Figure 9: Add VoIP Device

Table 7: Add VoIP Device

Device Name (Optional) This option is used to set the name of the device so that the users could
identify this device. The maximum number of the input characters is up to 64.

MAC (Required) This option is used to enter the MAC address of the device. (Locate the MAC
address on the MAC tag of the unit, which is on the underside of the device, or on the
package)

Serial Number  (Required) This option is used to enter the serial number of the device. (Locate the Serial
Number on the MAC tag of the unit, which is on the underside of the device, or on the
package)

Select Site (Required) This option is used to set which site this device belongs to. The default setting
is “Default” site.
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Notes:
e Users could click on “Save” button to save the configuration.
e Each device can only be associated with only one GDMS account.

e Users can use the search bar on the Device page to find added devices via device name, MAC

address, and sites.

Batch Import Devices

Users can import multiple devices by uploading a file. Click on the Import Devices button on the Device

page to get started. The following window will appear:

Import Device (To Default Organization) X

Click or drag and drop file here to upload

4 Device Template

Cancel

Figure 10: Import VOIP Device

. . ¥ Device Template |
1. Click on the ! ! button to download the template. Users must follow the

instructions to enter the required information.
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Instructions:

1. Fields marked with * are required and cannot be empty.

2. SIP Server: Enter the SIP server name and IP address. If it does not exist in GDMS, the server will be created

3. MAC Address: Valid characters are 0-9, A-Z, hyphens (-), and colens (:) (e.g. 00-15-65-1A-2B-3C, 00:15:65:1a:2b:3c, 0015651a2B3c,
etc.). If users want to assign accounts to multiple devices, they muster the MAC addresses in multiple lines.

4. Serial Number: Required if users want to add new devices to GDMS. Only alphanumeric characters allowed.

5. Site Name format: 1lst Level Site/2nd Level Site/.../New Site. Users must enter the names starting from the lst Level Site. If the
higher level sites do not exist, they will be created automatically. If no higher level site name is entered, this site name will be
used by default teo fill in missing site names. The maximum allowed number of characters is 64 characters. This is a bit confusing

#MAC address #SN Device Name Site Name

[ 3, RITSESCRTC R

Figure 11: Import VoIP Device Template
2. The template will have the following fields:

Table 8: Import VoIP Device Template

MAC Address Users need to fill in the MAC address of the device in this field (Required). For instance,
000B82E21234, and it supports to fill :” and “-” characters in this field.

SN Users need to fill in the serial number of the device in this field (Required).

Device Name This option is used to set the name of the device so that the users could identify this device
(Optional). The maximum number of the input characters is up to 64.

Site Name Enter the site to assign this device to (Required). If the site is under more than one level,
all site levels must be included in the site name (e.qg. first_level/second_level/.../new_site).
If the site level does not exist, it will be automatically created. Maximum character limit is
64.

3. Users can drag the file to the pop-up window, or they can click the upload button to select a file
from their PC to import.

4. Once the file is imported into GDMS, the result window will appear. If any data failed to import
successfully, users can export the problematic data, re-edit, and attempt to import them into GDMS
again.

Notes:

¢ If an existing device on GDMS is imported, the device’s existing information will be replaced with
the newly imported information.

e Ifadevice’s MAC address and serial number are invalid, the import will fail.

GDMS User Guide Page | 42
Version 1.0.6.10




GRANDSTREAM

CONNECTING THE WORLD

Configure SIP Account (Non-DP Devices)

Users can configure SIP accounts for each device from the Device page.

1. Inthe devices list, click on the icon Fﬁ corresponding to the account to access the Account

configuration page.

2. After clicking the button, users will see the Account configuration page as the figure shows below:

Cevice List - Account Configuration (00:08:82:FA:ES:4F)

Account User In Server Name Server Address

Account 6112 watt 192 168.93.0
Account2 0000
Arcount 0000

ACCOUNG 0000

cancel Save and Apply

Figure 12: Configure SIP Account

3. On this Account Configuration page, users can select the SIP accounts created in the SIP
Account page to assign to the device.

4. Users could also select to replace the existing SIP account for a specific account or delete the
existing accounts.

5. Click on the Save and Apply button. The accounts will then be assigned to the device.

Notes:

o |If a device is offline during the account assignment, GDMS will synchronize any changes to it the
next time it goes online.

e Settings configured via other means (e.g. endpoint device web portals, Zero Config provisioning,
etc.) will not be synchronized to GDMS.
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Configure SIP Account/Line (DP Devices)
Users could configure SIP accounts and lines for DP devices. GDMS platform supports to allow users to

view the existing SIP accounts for current devices and edit/delete the accounts.

1. Inthe devices list, click on the icon Fﬁ corresponding to the account to access the Account
configuration page.

2. After clicking the button, users will see the figure as shown below:

Diewice Lzt~ Account/Line Configuration {riyao-dp 00:00:82:E5:8C:CD)

Account Lo Lines Canfiguration

ArTount User 12 server Name Server Address * Frofile HE Mods

Augountl 4035 187 158 126 16 197 168 176 167 Profile1 151

Account: | | oeoo Profilet Circular
4044 (Assigned) 192.165.126.16 (192.168.126.167)

Accounts Clrcular
AE [AssEned) THLIGE.126.76 (192168126167

Accountd 4045 (Unassigned] 15216812616 (192168 126.167) Circular
4047 (Assigned) 192.168.126.16 (192.168.126.167)

ACCounts Circular
A4 [Unassigned] 1H2768.126.16 (192.168.126.167]

) 403% (Lnassigned] 15216812616 (192.168.126.167) Citcidlar
4047 (Assigned) 192.168.126.16 (192.168.126.167)

Account? S A o B e £ i R L Circular

Accounts 0008 Profile1 Circular

Accountd 0coo Profile1 Circular

Arcount1l neon Profilel Circular

Figure 13: Configure SIP Account for DP Devices

Table 9: Configure SIP Account for DP Devices

User ID Allocated: This SIP account has already been allocated to other devices;

Unallocated: This SIP account has not been allocated to any device.

Profile Different SIP servers cannot be set to the same profile.
HS Mode If this field is not filled, the default setting is “Circular” mode.
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3. To configure the lines for each HS mode, click on the Line Configuration tab.

Device st - Account/Line Configuration {rjyac-dp 00:0B8:82:F5:BC:C0)

Account Canfiguradan Linge €

Lnel Lined uined Line Lines Lines Lines Lrnes Lney une10

HE1 arsa None Mone o None None Mone None MNane None

Hs2 Mane None None bone None None Mone None Nane None

Hs3 Nane Nane Hone Hone None None Mone Maone Mane Mo

Hz4 Mane Hane Hone Hone None Mone Hone Mane Mane Hone

HEs Mane Mane HNone hone HNone Hone Hone Mane Mane Nene

cancel Save and Apply

Figure 14: Line Configuration
Note:

Set up a line account for each handset and select the SIP accounts from the configured accounts in the

device.

4. Select the desired SIP accounts to use for each line and handset.
5. Click on the button Save and Apply to allocate the SIP accounts or lines to the devices.
Notes:

o |If a device is offline during the account assignment, GDMS will synchronize any changes to it the

next time it goes online.

e Settings configured via other means (e.g. endpoint device web portals, Zero Config provisioning,

etc.) will not be synchronized to GDMS.

e For device-specific configuration rules, please refer to the DP device user guide.
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Device Parameters Configuration

Users can modify the configuration parameters for a single device.

1. In the device list, click on the @3 button to go to the Device Parameters Configuration page,

as shown in the figure below:

By heedzl - Sel Parameters (GRP2615) m
account (E) Setings Metwark Settings System Semngs Phone Settings Contacts Resource
Account! 0 @ Reser semings
hariced Setties ° ¢ Security Settings
Only Accapt SIP Requasts fr
call Sewings ] c P

SIP Seilings

Allow SIP Reset
Intercom Settings

Aliow Unsollcitad REFER
value addged Service el

Fealie Lot Authenticare Incoming IKVITE
Codec Sangs

Ao SEIGNGS

Apghations ek SIP Ll

Tarce BUF Callkgickup ty Profic

BLF Call-geckup Prefix

= Advanced Features

Figure 15: Device Parameter Configuration

a) Clicking on the Select All button will select every option on the current page. Clicking on it

again will deselect all the options.

b) Clicking on the Reset Settings button will restore all settings on the current page to default

values.

c) Clicking on the button DJ following the account, users can copy and paste the current

account configuration to other accounts.

d) When users try to configure device wallpaper or screensaver image, users can select a
picture from the resources list, or upload the local picture to GDMS and configure it to the

device.
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Wallpaper Server Path R o

Wallpaper Source Download ‘

Figure 16: Ringtone Configuration

2. Modify the desired settings on the page or click on the Switch to GUI Editor to configure device

settings via text editing (i.e. p-values).

Device List ~ Sel Parameters (00:0B8:82:E2-08:0E) Switch to G Editor

Users can edic templatz paramesers by sdding text formatted in key=value. Different parameters must be on separate lines. Examples.
mz=

#830=50

i the: pararmeter's visha: has muluple lines, pheese use <<>= o enckse the value, Example rere

FrEEEENe Ok Selings - b
=0

HHLHHUACCOUNT - 317 SETINSSHHHLHY
N~

32=60

a1=2

FEERFRENONE Setngs - General Sengseresy
39=50040

Figure 17: Edit Configuration File

a. The format requirement is key=value. Key can be either a P-value or an alias.

b. Users can enter the latest parameters and values of a device in the text editor even if the

GDMS configuration page does not display the configuration options.

3. Click on the Save and Apply button to finalize changes. Only settings that are checked will be

pushed to the device.

Notes:

e |f the device is not connected to the GDMS platform currently, the device cannot be synchronized
with the GDMS platform. When the device is connected to the GDMS platform, the allocated

accounts will be synchronized on the device immediately.
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e The SIP accounts which are configured manually on the device will not be synchronized to the

GDMS platform.

o For the configuration rules, please refer to the User Guide of the devices.

Configure Resource Files

Users can configure custom ringtone and language for devices (Supported models: GXP/DP series).

1. On the Device list, click on the @3 button to go to the Device Parameters Configuration >

Resource Configuration page, as shown in the figure below:

&) coms

st - Set Parameters (00:0B:82:FA:E5:4F)

nesewngs  Comacs  Resource @)

Ring-USA

Test

#° Grandstream ~

SMldI 1o Text Editor

(GMT+08:00) Beijing. Cn

Figure 18: Resource Configuration

2. On the “Custom Ringtone” page, for Ringtone 1 to Ringtone N, select a ringtone file from the

resources for each ringtone index.

3. On the “Language Configuration” page, select a language pack from the resources for the device.

4. Click on “Save and Apply” button, the device will download the selected resources from the

firmware path.

Note:

For each device model, the size and duration of each ringtone are different. If the duration and size exceed

the limit, the system will intercept the resource file to the maximum limit automatically.

Y S
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Synchronize Device Local Configuration

Before the device is configured, the user can synchronize the device local configuration to the GDMS server.

1. Select a specific device, click icon O and select option “Synchronize Device Local Configuration”.

2. Click “OK” to confirm synchronization on the pop-up window. Then, the GDMS server will synchronize

all the account configuration and parameters of the current device to the GDMS server.
Notes:

1. If the device's parameter configuration conflicts with the server's configuration, the device's local

configuration prevails.

2. If the account on the device does not exist on the GDMS server, the SIP account and server are

automatically created in GDMS server.

Disable Push Configuration

If the user does not want to push any configuration to the device through GDMS server, please follow the

steps below:

1. Select a specific device, click icon O and select option “Disable Push Configuration”.

2. Click “OK” to confirm the operation, the account configuration or parameters will not be pushed to the
device through GDMS server anymore, including the scheduled tasks. The configuration that has not been

pushed to the device will not be pushed to the device anymore.
Notes:

If the user wants to resume pushing the configuration or parameters to the device, the user can click

“Enable Push Configuration” option to operate in the GDMS server.

View Device Details

Click on the O button to view a specific device’s system information and account status.
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Figure 19: View VoIP Device Details

The device details include System information, Network information, Account status, and etc.

Dedce Lisr ~ Device Details (00:0B:82:E2-08:D8)}

Syzrem infosmarlon ACCOUNT STATUS

me 2R UEIEE 1856 (Reboot via TOMS)

Hardwarz Version GXV3STOV1.3A

Sofowars Version 201981

ress DOAOR-A2E208N8

SN ZUNFDLR|FEEZU808

o IPv4

Address lype  Static

192.168.126.251

Subner 255.255.255.0

Defaulr Gareway 192168 1261

DMS Server 1 152168120118

DNESenver 2

= IPVG

1P Address Type

Figure 20: VoIP Device Details

Note:

The information in this page is obtained from the device in real-time. If the device is offline, the details page

will be inaccessible.
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Edit Device

Users could edit the Device name and which site the device belongs to.

1. In the device list, click on the button O which is following the device, and select Edit Device

to access to the device editing page.

Device List Add Device Import Device l Export Device

Refresh List All Models Filter ~
MAC Address Device Name Model = Firmiware Version Public IP Private [P ACCOUNE SEas Site Name Last Config Time 3 Cptions ]
& O0:0B:BL9ARF2C UDOBBZOABFIC  GXVEZT0 20.19.8.1 152.168.126.215 UL TEE126 215 default 2019011007 14:21 Hh 250
® CO-TA-ADN-B4-80 L GRP2614 =S 2= 28 brosma default £ Provisioning Device Detalls
Edit Device
& CO.74AD0SCEEC — GHP2E14 - — — Mo Account default O Provisioning

Operation Lugs
* CO:7AAD05:D4:82 - GRP2614 — s — Mo ACCoul default S Provisianing

Task Histary
® C0.74AD.0H B5.00 GRP2ET4 Mo Accoun default T Provisioning ReRder e
Factory Reset
® CO:T4:ADN5:04:00 - GRP2614 - = — Mo At defaull S Provisioning
Transter Device
® DO-0R-AZ FSRCCD 000 EFESAC . DP7S0 01112 192 168 200 77 197 168 200 77 noo F019/1101 0909 h B3 0
® O00B:EXTAESAr = GXP2140 — A = Mo Account default Mot configured H 250
® 00:0B:82-FAES:50 — GNP214D 22 . — Normal v defaulr Mot configured I BBEO
& DUOBEL A LS = GEP2140 — — = do Account default Mot configured Hh B3 0O
Total 260 n 2({3] 4| =|2al|> 1¥pags

Figure 21: Edit VolP Device Option

2. Users will see the device editing page as the figure shows below:

Edit Device X

MAC Address 00:0B:82:E5:8C:.C%
Device Name DP750
*5/N

* Site 6

Figure 22: Edit VolP Device
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3. Click on Save button to apply the changes on the GDMS platform.

View Device Operation Logs

Users could view all operation logs for a specific device on the GDMS platform.

1. On the Device List, select the menu button O following the specific device, and click on “Operation

Log” button.

2. Access to the Operation Log menu of the device, the menu includes the operation logs of device SIP
account configuration, updating configuration parameters, device rebooting, device upgrading/downgrading,

device factory reset, device diagnostics, and etc.

Note:

Users could only view the device operation logs for the last 30 days.

Device L=t - Operation Logs (000BB29ASF2C 00:0B:82:9A-8F:2C)
All Levels All Qperatons Fileer ~

Username Log Contents Level Operating Time

Grandsrream Configure Account High 2019/11/07 14:20

Grandstream Repoot Device (immediare Task) High 201911/07 14:20

Grandstrzam Ping/lraceroute High 291107 14

GrandsLream Ping/Mraceroule High 201911407 13:59

Grandstream Configure ACcount High 2019/11/07 13:59

Grandsrream Configure Account High 019/11/07 1357

Grandstraam Configure Account Hizh 201%11/07 1356

Grandstream Configure Account High 20TV 1355

GrandsLrearm Conligure Account High 2019/11/07 13:52

Grandsiraanm Configure ACcount High 2019/11/07 13:50

otal 224 B::4 -2 Wipage

Figure 23: View VoIP Device Operation Logs

View Device Task History

Users could view all task histories for a specific device on the GDMS platform, including immediate tasks
and timed tasks.

1. On the Device List, select the menu button O following the specific device, and click on “Task

History” button.

2. Access to the Task management page, and search for all tasks of the specific device.
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{» GDMS #° Grandstream
All Status All Task Type All Types 00:0B:82-9A 8F 2C Filter ~
Task Name Task Type Task Time Creator Status Run Time i

- Reboot Device Immediate (2019/11/07 14:20) Grandstream 2019/11/07 1420 @

- Reboot Device Immediate (2019/11/07 11:55) Grandstream 2019/11/07 11:55 (0]

- Reboot Device Immediate (2019/11/06 18:58) Grandstream 2019/11/06 18:58 (0]

- Reboot Device Immediate (2019/11/06 18:13) Grandstream - (6]

- Reboot Device Immediate (2013/11/01 09:08) yoxu - ®

Reboot Device Immediate (2013/10/28 16:43) yoxu - (0]

- Reboot Device Immediate (2019/10/28 16:18) o - ©

- Update Config: Group Immediate (2019/10/18 15:31) yoxu 2019/10/18 15:31 ®

00:08:82:9A:8F:2C Reboot Device 2019/10/11 14:15 ~ 2019/10/11 2359 poxu 2019/10011 1415 (0]

Upgrade Firmware Immediate (2019/10/10 17:49) yxxu 2019/10/10 17.49 @

al 30 B: s -2

English - (GMT+0B:00) Beijing. Ch

Figure 24: View VolIP Device Task History
Firmware Upgrade
Users could upgrade firmware for a batch of devices to a specific firmware version.

1. In the device list, check multiple devices, and then click on button Upgrade Firmware on the top

of the Device page.

Upgrade Firmware
* Firmware Version

Task Time @ Immediate Scheduled

Figure 25: Upgrade Firmware

2. Users need to select the firmware version to upgrade to.

3. Task Time: Select when to start the firmware upgrade. Users can choose to upgrade immediately

or to schedule the firmware upgrade for a specific time.
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4. Click on the Save button to create the task. Users can check the status of the upgrade by navigating

to the Task Management page.
Notes:
o Users cannot batch upgrade different device models or models on different firmware.
o If the desired firmware is not available, users will need to contact their GDMS administrator.
Site Assignment
Users could edit the site of a batch of devices on the GDMS platform. The default site is “default”.

1. Select the desired devices and click on the Site Assignment button.

Site Assignment

* Site default

Figure 26: Site Assignment

2. Select the site to assign the selected devices to.

3. Click on Save button, and all selected devices will be transferred to the selected site.

Note:

Each device can only be allocated to one single site.

Move Device

Users can move devices to other organizations.

1. Select the desired devices and click on More = Move Device.
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Move Device X

* Organization Client Company A

* Clone SIP Account and Server @ Yes No

Figure 27: Move Device
2. Select the target organization where to transfer the device.

3. The user needs to select whether to clone SIP account and server which have been configured in
the devices. If the user selects “No”, only the device data are transferred to new organization, the

configured SIP accounts become empty after moving the devices.

Reboot Device

Users could reboot one device or a batch of devices on the GDMS platform.

1. Select the desired devices and click on More = Reboot Device.

Reboot Device b

Task Time @ Immediate scheduled

Cancel Save

Figure 28: Reboot Device

2. Task Time: Select when to start the device reboot. Users can choose to reboot immediately or to

schedule the reboot for a specific time.

3. Click on the Save button to create the task. Users can check the status of the reboot by navigating

to the Task Management page.
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Factory Reset

Users could factory reset one device or a batch of devices on the GDMS platform.

1. Select the desired devices and click on More - Factory Reset.

Factory Reset *

Task Time @ Immediate Scheduled

Figure 29: Factory Reset

2. Task Time: Select when to factory reset the device. Users can choose to factory reset the device

immediately or to schedule the factory reset for a specific time.

3. Click on the Save button to create the task. Users can check the status of the reboot by navigating

to the Task Management page.
Notes:

Factory resetting a device will erase all existing settings on it such as accounts, call history, contacts, etc.

The device will synchronize with GDMS the next time it goes online after the factory reset.

Delete Device

Users could delete one device or a batch of devices on the GDMS platform.

1. Select the desired devices and click on More = Delete.
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Figure 30: Delete Device

2. Click on OK button on the pop-up window to confirm deleting the devices, and the selected devices
will be deleted immediately from the GDMS platform. The timing tasks involve the deleted devices

will be canceled either.

Delete the 2 selected device(s)?

Figure 31: Delete Device Prompt

Export Device

page. The exported list includes all device and account information.

To export the entire device list, click on the button in the top-right corner of the device list
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Manage Device via GDMS Support

If the user's device is abnormal and wants Grandstream Support to troubleshoot the problem, the user can

enable to manage the device through GDMS Support.

After the authorization is assigned, Grandstream Support can diagnose the device and assign parameters

to the device.

1. On the VoIP Device list, click “More” button @ following the device and select to access “Authorization

Management” interface, as the screenshot shows below:

Authorize GDMS Support to manage this

device?

Figure 32: Authorization Management

1. Enter the authorization duration, which can be set between 1 to 9999 minutes, according to the time

required for problem troubleshooting.

2. Once the user clicks “Authorization” button, Grandstream Support can only manage the device within
the authorization period. Once the authorization period ends, Grandstream Support cannot manage the

device.
Stop Authorizing Manually

1. When the problem is confirmed, the user can end authorization manually. The user can click “More”

©

button following the device, and select to access “Authorization Management” interface, as the
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screenshot shows below:

Authorization Management

You have authorized GDMS Support to manage this device.

Authorization Time 2021/01/18 02:54-2021/01/18 03:54

Stop Authorizing

Figure 33: Stop Authorizing Manually

2. The user can click “Stop Authorizing” button to stop managing the device immediately, then

Grandstream Support cannot manage the device.
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ACCOUNT MANAGEMENT

Overview

On the SIP Account page, users can manage SIP accounts across all configured SIP servers in GDMS,

import a list of accounts for quick setup, and export a list of all accounts configured on GDMS.

£ Grandstream -
SiP Account T
rrom Al Al Seatus
Uzer iD Accoun Dizalay Mame IR Servar SLams Dane Modilied Gpiaris
4001 032 U 15 40002 192 158 126 167 {192 168126 16] AT 1702 = o
AL wmle Account =3
403 4131 s 15 4031 192.158.126.167 {192,168 126.16] 10T 1702 o
SIF Account _
4030 4230 thiz is 4030 192156.126.167 {192 166.126.16) 20191017 17:02 [ET]
Anpm A rhis 15 AD2% 197 158 176 167 {197 158 176 16] AR T 1707 [T
4028 4028 this s 4028 192166.126.167 {192 168.126.16) 20131017 17:02 [EA ]
s ¥ s 15 AL 19 Tl T TR {19 TRE 126 16 AN 710 e ]
4034 &3 this 15 4034 TOL 168126167 {192 168.126.16) 20791017 17.02 (]
4003 03 U s 4003 192158 126 167 {192 168.126.16) 2HTM0AT 17:00 = u
38 4038 this 15 4038 192,168 126 167 {192 168 126.16) 201310117 1703 )
4037 4037 thiz is 4037 192 156.126.167 {192 166.126.16) 201310417 17:03 (A
s @7 =) ag
Erglen A0S0 Begng Ch

Figure 34: Account Management

Table 10: Account Status Description

saus—poserpion

Status

From
ucm

e The device is unable to register successfully.

e The account was modified through other means such as through the

endpoint device web portal or provisioning.

Unassigned: No devices are using this account.

Normal: All devices using the account are registered, and the account is working normally.

Abnormal: At least one device using this account is not registered. Possible reasons include:

: This represents the SIP accounts are synchronized from the UCM device. If the user

The user can only edit SIP server, assign device, and cannot edit other information.

modifies the SIP accounts in UCM device, the updates will be synchronized to GDMS platform.
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Table 11: Operation Description

Sorting
Click on the buttons to sort the list in ascending/descending order based on a
specific column.

Custom .

Disol Users could customize the displaying options on the list by clicking on option ™~ on the

isplay

Option right side of the list to select the displayed/hided options.

Filter and Filter accounts by status, site, and search for specific accounts by entering in their user

Search IDs, account names, or display names.

Add SIP Server

The SIP Server page shows all of the SIP servers added to GDMS.

) coms

ruer =~ Adld Server

& crandstroam -

audd

Server Name

SIP Server

Figure 35: Add SIP Server
Table 12: Add SIP Server

Specifies an identity name for the SIP server. (Required)

This is a necessary option. Specifies the URL or IP address, and port of the SIP
server. This should be provided by VoIP service provider (ITSP).

Y S
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Outbound Proxy Configures the IP address or the domain name of the primary outbound proxy, media
gateway or session border controller. It is used by the phone for firewall or NAT
penetration in different network environments. If a symmetric NAT is detected, STUN

will not work and only an outbound proxy can provide a solution.

Secondary Sets IP address or domain name of the secondary outbound proxy, media gateway
Outbound Proxy or session border controller. The phone system will try to connect the Secondary

outbound proxy only if the primary outbound proxy fails.

Voice Mail Access Sets if the phone system allows users to access the voice messages by pressing the
Number MESSAGE key on the phone. This ID is usually the VM portal access number. For
example, in UCM6xxx IPPBX, *97 could be used.

DNS Mode Defines which DNS service will be used to lookup IP address for SIP server’s

hostname. There are three modes:
« ARecord
+ SRV
+  NATPTR/SRV

To locate the server by DNS SRV set this option to "SRV" or "NATPTR/SRV".

NAT Traversal Specifies which NAT traversal mechanism will be enabled on the phone system. It

can be selected from the dropdown list:
+ NATNO
+ STUN

* Keep-alive

« UPnP
*+ Auto
« VPN

If the outbound proxy is configured and used, it can be set to “NAT NO”.

If set to "STUN" and STUN server is configured, the phone system will periodically
send STUN message to the STUN server to get the public IP address of its NAT
environment and keep the NAT port open. STUN will not work if the NAT is a
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symmetric type.

If set to “Keep-alive”, the phone system will send the STUN packets to maintain the
connection that is first established during registration of the phone. The “Keep-alive”
packets will fool the NAT device into keeping the connection open and this allows the

host server to send SIP requests directly to the registered phone.
If it needs to use OpenVPN to connect host server, it needs to set it to “VPN”.

If the firewall and the SIP device behind the firewall are both able to use UPnP, it can

be set to “UPnP”. Both parties will negotiate to use which port to allow SIP through.

Proxy-Require Adds the Proxy-Required header in the SIP message. It is used to indicate proxy-
sensitive features that must be supported by the proxy. Do not configure this

parameter unless this feature is supported on the SIP server.

Custom Field Users could add the custom fields below. Some custom fields are only available for

some certain device models:
(1) Secondary SIP Server
(2) Failover SIP Server
(3) Prefer Primary SIP Server
(4) Primary IP
(5) Backup IP 1
(6) Backup IP 2
(7) DNS SRV Failover Mode
(8) Use NAT IP
(9) SIP Diff-Serv
(10) RTP Diff-Serv
(11) Tel URI

For detailed filling rules, please refer to the User Guide of the devices.

Upon adding the SIP server, it will appear in the SIP Server list. Entries in the list can be edited or deleted.
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SIP Server
From Al
Server Name Server address Account Nurmber Opuons
lest {unavailable} 192.168.100.100 1 W
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Figure 36: Finish Adding SIP Server to GDMS

Add SIP Account

The SIP Account page shows all of the SIP accounts added to GDMS.

@ GDMs © Pangsenice v 4% Grandstream v

¢ - Add Account

L VolP Account

SIP Account

192.168.200 145(1L5) (192,168 200.145.5061) o
192.168.200.145(UDP) (192.168.200.145:5060) 0
Add Server
e
Add

mack English (GMT) Coordinated Univ

Figure 37: Add SIP Account

Table 13: Add SIP Account

Account Name This is a necessary option. Specifies an identity name for the SIP account.

SIP User ID This is a necessary option. Configures user account information provided by your
VolIP service provider (ITSP). It is usually in the form of digits similar to phone
number or actually a phone number.

SIP Authentication This is a necessary option. Configures the SIP service subscriber's Authenticate 1D

ID used for authentication. It can be identical to or different from the SIP User ID.
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Password This is a necessary option. Configures the account password required for the phone
to authenticate with the ITSP (SIP) server before the account can be registered.
After saving, it will appear as hidden for security purpose.

Name Configure the display name of the SIP account. This option will be used for Caller
ID display. The configured content will be included in the From, Contact and P-

Preferred-Identity headers of SIP INVITE message

Voicemail Access If the SIP Server also configures this item, this configuration will prevail.

Number

SIP Server This is a necessary option. Users need to select the SIP server for the SIP account.
If there is no available SIP server for the current SIP account, users could click on
“Add Server” option to add a new SIP server for the SIP account.

Add Server If the user needs to configure multiple SIP server addresses for a single SIP
account, such as the UDP/TLS protocol server address (The UCM63xx device
which purchases UCM Remote Connect plan can synchronize multiple protocol
server addresses to GDMS platform), the user can configure it and assign to

devices separately.

Assign device This option will allow to assign a specific device to this account.

Allocate to Devices:

To associate devices currently in GDMS with the new SIP account, click on the Add button at the bottom

of the screen and enter the following information:
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ot Add Account

ACCount Mame

SIP User ID

Terver 192.168.200. 145(TLS) {182 168 200.145:5061) 0
[
default GRP2:01 COT4AD22-4D:32 {rervrr) Account? 152 168 200 145(TL5) (197 o
o
Add
Cancel m
Figure 38: Assign Device
Table 14: Assign Device
Site This option is used to set which site this device belongs to.
Select Device This is a necessary option. Users need to select the device model which the account
Model will be allocated to.
Select Device This is a necessary option. Users need to select the device MAC address which the
MAC Address account will be allocated to.
Select Account This is a necessary option. Users need to select the account index which the account
Index will be allocated to (e.g. Account 1 — Account 16). If the account location has a
configured account, the account number will be displayed.
Select Server This is a necessary option. Users can select the SIP Server address for the device,
Address such as UDP server address or UCM Remote Connect server address.

Notes:

e Assigning accounts to DP devices and HT devices from this page are currently not supported.
Please use the account importing feature or the Device Management page to manage SIP accounts

on DP devices and HT devices.
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e If a device is not on GDMS, users will be unable to allocate SIP accounts to it.

Batch Import SIP Account

GDMS platform supports to allow users to import a batch of SIP accounts and SIP servers to the system

and allocates to the devices via Excel files.

1. On the SIP Account page, click on the Import Account button. The following window will

appear:

Import Account *

Click or drag and drop file here to upload

Y General Device Template l [ Y1 DP Device Template l [ (Y HT Device Template

Cancel

Figure 39: Import SIP Account

2. Click on either the Download General Device Template button, or Download DP Device
Template, or Download HT Device Template button to get a template that will be used to import

account and server information.

Instructions:

1. Fields marked with * are required and cannot be empty.

2. SIP Server: Enter the SIP Server IP address. If multiple servers have the same IP address, fill in the form: IP Address(Server Name).

3. MAC Address: Valid characters are 0-9, A-Z, hyphens (=), and colons (:) (e.g. 00-15-65-1A-2B-3C, 00:15:65:1a:2b:3c, 0015651aZB3c, etc.). If users want to assign accounts to
multiple devices, they muster the MAC addre: in multiple lines.

4. Account Location: This option is required if users want to assign accounts to a device. Users need to select and assign the SIP account to the N location in the devices. Account
1-16 can be selected. If the devices does not have Account N, the configuration will fail.

Account Name SIP Server #SIP User ID #Authentication ID #Authentication Password Display Name Device MAC Address Account Index

O €3 3 [

Figure 40: Import Account Template — General Device Template
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Figure 41: Import Account Template — DP Device Template
A B D E E G H I 1 K

carnot be empty.
dress(Server Name).

A-Z, hyphens (=), and colons (:) ( 5651a2B3c, ete.). If users want to assign accounts to multiple devices, they muster the NAC addresses in

ve, or part N (except your own). Default setting is None.

#SIP Server

Aocount Name

*SIP User ID *huthentication ID *Authentication Password Display Name HT ¥AC Address Part Type(FXS/FXD) Part Index Profile Hunting Group

Account Name

SIP Server

SIP User ID

SIP

Authentication ID

SIP
Authentication

Password

Display Name

Device MAC
Address

Account Index

Figure 42: Import Account Template - HT Device Template

Table 15: Import Account Template Options
This is an optional option. Users need to set the identity name for the SIP account.

This is a necessary option. Users need to input the SIP server address. If the SIP
server does not exist in the GDMS platform, the GDMS platform will create the SIP

server in the system.

This is a necessary option. Configures user account information provided by your
VolIP service provider (ITSP). It is usually in the form of digits similar to a phone

number or actually a phone number.

This is a necessary option. Configures the SIP service subscriber's Authenticate 1D

used for authentication. It can be identical to or different from the SIP User ID.

This is a necessary option. Configures the account password required for the phone
to authenticate with the ITSP (SIP) server before the account can be registered. After

saving, it will appear as hidden for security purpose.

Configure the display name of the SIP account. This option will be used for Caller ID
display. The configured content will be included in the From, Contact, and P-
Preferred-ldentity headers of the SIP INVITE message.

Input the device MAC address: e.g. 00-15-65-1A-2B-3C; 00:15:65:1a:2b:3c;
0015651a2B3c

Users need to select the account index which the account will be allocated to (e.g.
Account 1 — Account 16). If the current account location has a configured account,

the configured account will be replaced with the new account information.
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Profile For DP devices and HT devices only. Enter the profile that the account will use (e.g.
Profile1, Profile2, etc.). If multiple different SIP servers use the same profile, the
import will fail.

HS Mode For DP devices only. Enter the HS mode for the account. Available options are

“Circular”, “Linear”, “Parallel”’, and “HSx”, where x can be 1 to 5.

HS1-HS5 For DP devices only. Users could configure the Line for each handset from Line 1 to

Line 10. Each SIP account can be allocated to different handsets.

Port Type This option is valid only for HT devices. Input the port type which will be assigned to

(FXS/FXO) the device. Users could select FXO port type or FXS port type.

Port Serial This option is valid only for HT devices. Input the port serial number which will be

Number assigned to the device. Users could input the port serial number from Port 1 to Port
10.

Search Group This option is valid only for HT devices. Users could select the search group between

None (default), Active, and other port serial numbers besides your own.

3. Once the template is filled out, drag, and drop the file to the upload window or select the file
from your PC. Click on the Import button to confirm the import.

4. When the Excel file is imported into the GDMS platform successfully, the GDMS platform will
prompt the execution result. If there is data that failed to be imported, the user could export
the failed data and re-edit the Excel file.

Examples:

1. If the user wants to allocate 1 SIP account to multiple devices, the 1st SIP account information will be
correct information to allocate to the devices. Please see the example below, the SIP account display name

“Sqghuang” will be allocated to involved devices:

hocount Index
Aecountl
Aocountl

Account Hame *5IP Server T 3IP User 10 =huthentication I #huthentication Massword Display Naze
Hork Acecunt 132,188 120,100 100 100 123456 Sghusng
Fork Account 192, 188,120,100 100 100 123456 Sqhuangl 23

Figure 43: Example |

2. For the existing SIP account, if the user wants to allocate this SIP account to another device, here is
the example: Account 100 has been allocated to Device 1, and the user wants to allocate the SIP account

100 to Device 2 (00:aa:bb:cc:dd:ee).

Acerunt Mame #8TF Server #8TF Tser TN #hathentication TN #huthent Leat lon Fasseard Disnplay RHane Device WAD Address Accounl Tadex
Work Account 192, 168, 120,100 100 100 123458 Sqluaang UG aatkbicoien:dd Bocountl

Figure 44: Example Il
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3. If the user wants to allocate multiple SIP accounts to a single device, here is the example:

Account Kame FEIP Server FEIP Uzer 1D #fhuthentication I kaathentication Password Display Ham= Device B Aecount Index
Wark Account 19E 168, 120, 100 100 100 123456 Sqhuanz 06 0B B2 hocountl
Work Accouat L3, 168, 120, 100 200 200 123456 Sqhuaang 000 Account?
Work Account L9 168, 200, 100 200 300 123456 Emily 00 0B BZ: hocauntd

Figure 45: Example llI

4. If the user wants to allocate multiple SIP accounts to a single DP device, here is the example:

Azzoxaat Hae 310 Osax ID At i =4 o 13 Node 1 B2 =3 aH s
ok accoues 132, 18 00 1 H51 Lame 1
ok accoust 1, 2 2w Cireuloy Lamz 2 Line 1
il Aiooe 102, o o Cireulur - Lime 2

Figure 46: Example IV
Incorrect examples:

1. If the user wants to allocate multiple SIP accounts to a single device, the account index cannot be the

same.

Account Name *3IP Server " #SIP User ID #uthentication ID #duthentication Password Display Name DP MAC Address Account Index
Work Account 192, 168. 120, 100 100 100 123456 Saluang Q0:0B:82:E2:08:D8 Accountl
Work Account 192, 168. 120, 100 200 200 123456 Saluang Q0:0B:82:E2:08:D8 Accountl

Figure 47: Example V

2. Different SIP server addresses cannot be allocated to the same Profile in the same DP device.

Account Name +5IP Server " #SIP User 10 #huthentication ID *huthentication Password Display Name DP MAC Address Accomt Index Profile
Work Account 192, 165, 120. 100 200 200 123456 Sohuang 00:0B:82:E2:08:08  Account? Profilel
Work Account 192, 168. 200. 200 300 500 123466 Sohuang 00:0B:82:E2:08:D8  Accountd Profilel

Figure 48: Example VI

3. Ifthe user wants to allocate the SIP accounts to the same DP device, the different SIP accounts cannot

be allocated to the same HS Line.

accout Fare AEIP Gerver T 45D Urer In n 1 Pazsvere  Displav Hae s azoomt Index Froile HE Node Hi1 Hsz ELH] His P
ok Accout 12, 108, 140, 200 E 1e54b S Lk |mccouety Erctilel Carrular Liee 1 |Lame 2
ok Accout 102, 1%, @00, 200 a0 g 123805 Saan LB |accouets Frcfiles Cirrular Liec 1 L

Figure 49: Example VII

Allocate Device

Users could allocate the SIP accounts to the devices during adding SIP accounts, editing SIP accounts, or
importing a batch of SIP accounts to the GDMS platform. Each SIP account can be allocated to multiple
devices.

Edit Account

Users could edit the SIP account information and allocated devices on Edit Account configuration page.

1. Click on the E button for the SIP account you want to modify.
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siP account - Edit Account
ccount Narms: A00%
UseriD 4000
SIP Anheniication 10 A0

pezzgord . SO90008800000

SIPServer  LCMRC A a0 10985, 20nea.gdrme. cloud) (%]

192 168 200 145[TLS) (192 168 200 1455061)

192.168.200.145{UDF) {152.168.200.145.5060) [x]
Add Server

Assign Device  default GRP2ED1 CO.74.AD.22.4D.32 (Trrr) ACCOUNCT {4000) LS)(192.165.200.145.5081) ~ | €3
Add

Figure 50: Edit Account
2. Click on the Save button to finalize changes. All associated devices will receive the updated

account information.

3. Clickonthe button to unallocated devices from the account. The SIP account will be removed

from unassigned devices.

Note:
1. If the device is offline at the time, its SIP account information will be updated when it is online again.

2. If the SIP server is synchronized from UCM server, it cannot be edited, and it can only be assigned to

the device.

Batch Modify SIP Server of SIP Accounts

Users can batch modify the SIP server of the SIP accounts, e.g. Modify the SIP protocol of the SIP server
from UDP to TCP.

1. On the “SIP Account’ interface, select the SIP accounts that need to be modified.
Note:

The user can select the SIP accounts by searching the items. E.g. If the user wants to modify the SIP server
for 250 SIP accounts, the user can set the page to display 250 SIP accounts at once from 10 SIP accounts

per page and select all SIP accounts on the page.
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2. Click on the “Modify SIP Sever” button on the top of the interface.

3. Select the target SIP server, which can be searched by the server name.

Modify Server X

After the device modified the server, it will be immediately delivered to the bound device.

* SIP Server

Cancel Save

Figure 51: Modify SIP Server

4. After clicking “OK” button, the SIP server corresponding to the SIP accounts will be modified immediately.

Then, the updated account information will be assigned to the corresponding VOIP devices.
Note:

If the SIP accounts are synchronized from UCM device, the SIP accounts information will be synchronized

after the SIP server is modified.

Delete Account

e

To delete SIP accounts on GDMS, click on the 0 button for a single account or the Delete button in the
top-left corner for multiple accounts. Associated devices will automatically remove deleted SIP account

information.

Users could delete 1 single SIP account or a batch of SIP accounts on the GDMS platform:
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&) spms &2 crandsieam -
- | Delee From All A STA0S

-] Jur L K LIE Sareer gt &
a0 spat 101 153 168 2060105 [wh's server) (]
4004 4004 4004 132.168.120.254 (e Senver) 201910171703 G

B s A AT TP TRE 176 224 [y Server) Al PR ES LN S PeEY o

-] 3060 sghuang SqhUSNgE test 132.165.200.105 (wil's server) al 20151917 17.03 L]

L 4001 yxsu 4001 yxu 192 168,120,254 sy Serven | - NS0T 1700 H

| 4m Apan 4000 132 168120254 [yeeu Server) I 2015131171703 o

Tatel 226 SIRRIESE A T - |

Figure 52: Delete Account

Note:

If the SIP account is synchronized from UCM server, this will only delete the data in GDMS platform, and

the data in UCM server will not be deleted.

Export Account

Users can export all existing SIP accounts in GDMS to a file by clicking on the Export Account button in

the top-right corner of the SIP Account page.

Edit SIP Server

Users can edit SIP server information by clicking on the E button for the desired SIP server. Changes

to the server will affect all associated SIP accounts.

Note: If the SIP server is synchronized from UCM server, it cannot be edited.

Delete SIP Server

Users can delete selected SIP servers by selecting them in the SIP server list and clicking on the Delete

button in the top left corner of the SIP Server page.
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Delete the selected 2 SIP Account?

Figure 53: Delete SIP Server

Note:

If the SIP server is synchronized from UCM server, this will only delete the data in GDMS platform, and the

data in UCM server will not be deleted.
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UCM REMOTE CONNECT - UCM DEVICE

The UCM Device menu shows all associated UCM devices. Users can view the firmware version numbers,
IP addresses, plans and other information of the UCM devices. It also allows users to access the device,

upgrade firmware, reboot the devices remotely, etc.

&) coms @ Planaservice ~  #®  Grandstream
M Dence s
All Modets Filter ~
Default Or;
CO74AD17E258 COT4ADATEZSE  UCM6208 - Open Beta - - default B o
CO:74AD1B:47.78 - UCM6202 - - - - defaulc B0
® CO74AD 1B4SFC - UCME202 - Silver (Beta) - - default @B 0
UCMRC
00:08:82.DC7Z5F 000BB2DCTZSF  UCMG204 Silver (Beta) default B o
UCM Device -
® CO74AD 1849 FE UCM6202 Platinum (Beta) default BOBE O
UCM Backup
® CO74:AD1BAGFF UCMB202 Basic (Beta) default @ Q
® COT4ADIB4ADT UCMB202 Silver (Beta) default OB 0
® CO74:AD:1B:4A02 UCM6202 Basic (Beta) default @ (2]
® CO.74AD:1B:4A.06 UCMB202 Open Beta default L~ 6] [¢]
® CO74:AD.1B:47.72 UCME202 Platinum (Beta) default L~ o] Q
a:
[ Enzish - (GMT)Coordinated Uniy

Table 16:UCM Device Management

e

Status indicator The device is offline.

The device is online.

@ The device network penetration (NAT) is abnormal, the GDMS server cannot

connect to the device, but the device can periodically execute

Firmware '0) L o _ .
_ This icon indicates device firmware version too low and the device cannot be used
version too low

normally with GDMS.

Plan expiring
Expire Soon

This indicator means the plan is expiring soon or already expired.
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Table 17: Operation Instructions

Sorting
Click on the sorting buttons to sort the list by various columns in
ascending/descending order.

Custom Display B

Ooti Click on the ™ button on the top right corner of the list to select the columns

ption
to show and/or hide.

Search In addition to being able to search for devices with the search bar near the top-
right corner of the page, users can further refine search results by clicking on
the Filter button by specifying device status, site, city, and firmware version.

All Citles All Dewvice Status [ All Firrmware Version
Figure 54: Search Devices
Add Device

To add a new UCM device to GDMS platform, users can click on the Add Device button. Please see the

screenshot below:

Add Device (To Default Organization)

Device Name
MAC Address
Initial Password

Site default

Cancel Save

Figure 55: Add UCM Device
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Table 18: Add UCM Device

(Optional) This option is used to set the name of the device so that the users could

identify this device. The maximum number of the input characters is up to 64.

(Required) This option is used to enter the MAC address of the device. (Locate the MAC
address on the MAC tag of the unit, which is on the underside of the device, or on the
package. Or the address can be viewed on the UCM Web GUI > System Status ->
System Information - Network interface (LAN MAC address).

(Required) This option is used to enter the Initial Password of the device. The original

password can be viewed on the UCM'’s case or LCD.

(Required) This option is used to set which site this device belongs to. The default setting

is “Default” site.

e  Currently, users can only add UCM63xx devices to GDMS platform.

e When the device is added to GDMS platform successfully, the SIP accounts in UCM63xx will be

synchronized to GDMS platform by default. If the user wants to turn off the synchronization function,

please refer to the UCM63xx RemoteConnect Guide for details.

e Users could click on “Save” button to save the configuration.

o Each device can only be associated with only one GDMS account.

e Users can use the search bar on the Device page to find added devices via device name, MAC

address, and sites.

Batch Import Devices

Users can import multiple devices by uploading a file. Click on the Import Devices button on the Device

page to get started. The following window will appear:
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Import Device (To Default Organization) b

4

Click or drag and drop file here to upload

3] Device Template

Cancel

Figure 56: Import UCM Device

. . [ Device Template .
1. Click on the ! ! button to download the template. Users must follow the

instructions to enter the required information.
2. The template will have the following fields:

Table 19: Import UCM Device Template

MAC Address Users need to fill in the MAC address of the device in this field (Required). For instance,
000B82E21234, and it supports to fill “:” and “-” characters in this field.

Original Users need to fill in the original password of the device in this field (Required). The original

Password password can be viewed on the UCM'’s case or LCD.

Device Name This option is used to set the name of the device so that the users could identify this device

(Optional). The maximum number of the input characters is up to 64.

Site Name Enter the site to assign this device to (Required). If the site is under more than one level,
all site levels must be included in the site name (e.qg. first_level/second_level/.../new_site).
If the site level does not exist, it will be automatically created. Maximum character limit is
64.

3. Users can drag the file to the pop-up window, or they can click the upload button to select a file

from their PC to import.
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4. Once the file is imported into GDMS, the result window will appear. If any data failed to import
successfully, users can export the problematic data, re-edit, and attempt to import them into GDMS

again.
Notes:
e Currently, users can only add UCM63xx devices to GDMS platform.

e When the device is added to GDMS platform successfully, the SIP accounts in UCM63xx will be
synchronized to GDMS platform by default. If the user wants to turn off the synchronization function,

please refer to the UCM63xx Remote Connect Guide for details.

¢ If an existing device on GDMS is imported, the device’s existing information will be replaced with

the newly imported information.
e |If adevice’s MAC address and serial number are invalid, the import will fail.

View Device Details

Click on the O button to view a specific device’s system information.

® 00.0B.32.A4.6E.C1 test UCMB302 1025 Sliver (Beta) 172.16.0.171 China Office = O
CO-74-ADIN-EF-T74 uemaInz UCMGIN2 1072 Rasic (Rera) 197 168 93 77 (D Device Deralls
[# Edit Device
CO:74:ADDE9B:FE — UCMB20L 20,1981 Basic [Bela) -
£ Authonzaucn management
Taral 73 “ 23]l » [E] Cperation Logs
(e Tesk History

{® Upgrade Firmware

@ Rebace Device

T Deletz Device

Figure 57: View UCM Device Details

The device details include System information, Network information, etc.
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&) spms &0 Mohamed
PEX Device > Device Detals (UCM630x_EMEA C0:74:AD:0A:BC:94)

Last Restart Time  2020/07/15 10:29 (Reboot via device)

Hardware Version UCM6302v1.28

Software Version 1.0.2.10

MAC Address CO:74:AD:0A-8C:94

119 Device

S/N TGSNCO74ADDABCIS

ype DHCP

Pv4 Address 192.168.5.147

Subnet 255.255.255.0

Default Gatsway 192.168.5.1

DNSServer | 8888

DNSServer 2 88.4.4

° IPv6

ype

 Feedback English {(GMT+01:00) Casablanci

Figure 58: UCM Device Details
Note:

The information in this page is obtained from the device in real-time. If the device is offline, the details page

will be inaccessible.

View Device Plan

Select the plan for a specific UCM device to view the plan of the device, expiration date, current used cloud

storage space and total cloud storage space.

&) GoMs Q Puntserices @ pang v
All Mogets Filier ~
123456789114 123456783114 ucme3n i sitver (Beca) - [ETED = =5 Default ©
00-08:82:DC 7262 00:08:82DCT262  UCMG204 - Siiver (Beta) - ([EEED - - Default = ®]
COTAAD1B-8E24 UCMe302 UCMs302 10210 sitver (Beta) - [EED 192 168,89 108 192 16889 108 Defauit B O
 00.0882 A BEBF OBE2ALEERE ucMs3n2 o Server @ rO7aa A 178 et g ekl 27 192 168.129.217 Defaulc o o)

& Space 27.50KB/2.00GE

Flan  UCM RemoteConnect - Silvel

1a) (2021-04.01 expires)

Cloud Storage Space - 50GB Storage (invalid)

Figure 59: View UCM Device Plan

Access This is used to configure on GS Wave phones so that GS Wave users can connect to

Server the UCM server and make calls at anytime, anywhere on any network.
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If your current plan has the permission to customize the server address, you can click on

the button E on the right side of the device to access the Device Edit interface to

implement this operation.

Storage Refer to the current storage space used by UCM device, and the total storage space of

Space the UCM device. If there is not enough space, the backup files cannot be stored.

Device Plan Refer to the current plan and add-on plan of the device. If the plan has expired, the user

can only use Basic plan as the current plan.

Notes:

e When the plan has expired, the user can only use Basic plan as the current plan, some functions

will be unavailable.

o When the plan has expired, the files exceeding the storage space will be deleted after 7 days.

Please download the backup file in advance or renew the plan.
e When the plan has expired, the UCM custom address will be deleted after 7 days.

Remote Access to UCM Web Ul

On the GDMS platform interface, even though the UCM is under the internal network, the user can remote

access to the UCM Web Ul through the external network for viewing data and configuration.

Prerequisite: The UCM plan contains the permission of this function.

Oa
1. Go to Device Management > UCM Device interface, click on the button “Z of the specific UCM

device, as the screenshot shows below:

» 00:00ED AdACAT O00EEZALGCAE UCRAE302 002230 Patinum (Bara) 19216812973 19216812973 Defaul (Ol = D)

Figure 60: UCM List

2. Gotothe UCM Web UI, log in the UCM device through the username and password, as the screenshot

shows below:
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s GRANDSTREAM

Welcome to the UCM6302

Figure 61: UCM Login Interface

3. After logging in, the user can operate this UCM remotely as accessing the UCM device under local

network, as the screenshot shows below:

UCM6302 e P e ept ot _
Space Usage Reso e Device Storage Capacity
7 att

- " 27%

7%

M #Spae  ATEMB
1707 elnode 3877

Figure 62: UCM Home Page
Note:

Users do not need to configure external network for UCM devices, and access to the UCM devices with
encryption through GDMS platform. However, the network environment of the UCM devices is allowed

accessing through external network.
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UCM Device Diagnosis

On the UCM Device list, users can click Diagnosis button EI following the UCM device to diagnose UCM

device, including Ping/Traceroute, Syslog, Capture Trace, Network Diagnostics, and System Status.

| ® 00:DBB2ALEECH st LCME02 1025 Silver (Bieta) 172160171 China Office O |

Figure 63: UCM Device Diagnosis

View Statistics
Daily Report
Prerequisite: The UCM plan contains the permission of this function.

The UCM device collects the data report of the day and sends it to the GDMS user or the configured email

box.

Please refer to the screenshot below for the daily report email:
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UCM Statistics Report

2020-07-02

Statistics Devices 00:0B:82:9A:95:10
Device Time Zone Etc/GMT-8
Software Version 1.027

Running Time Odays 0:0:21

Device Storage 596.54MB/1.45GB

Cloud Storage 0/10.00GB

Total Calls 348
Total Remote Calls = 0

Max Concurrent Remote Users 0

Audio Call 22
Audio Conference 33
Number of calls by type
Video Call 7
Video Conference 0
Number of extensions others 0

1/1

Figure 64: UCM Statistics Report

Table 20: UCM Statistics Report
Statistics The time of sending the data, this is displaying according to the local time zone of
Time the UCM device.
Device The MAC address of the UCM device which is counted.
Time Zone The local time zone of the UCM device.
Firmware

. The current firmware version number.
Version

Running Time The running time displays the deadline for reporting the data.

Storage Space By e reporting data time, it displays the usage of local storage space of the device.
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If the usage reaches 80%, the indicator will be marked in red.

By the reporting data time, it displays the cloud storage space usage of the device.

If the usage reaches 80%, the indicator will be marked in red.

The total number of calls on the reported day.

The total number of calls made by the remote users on the reported day.

The maximum number of concurrent remote users on the reported day. If the

number exceeds the maximum number of concurrent remote users of the current

plan, the indicator will be marked in red.

Extension The model type and the number of devices connected to the UCM on the reported
Model day.
Call Type
The distribution of all call types on the reported day.
Statistics
Note:

1. Some data are only available for data statistics in premium plan.

2. The daily report sending time is according to the 0 a.m. of the UCM local time zone.

View Statistics Report (Last 30 days)

Prerequisite: The UCM plan contains the permission of this function.

1. Go to Device Management > UCM Device interface, click on the button © ofthe specific UCM

device, and select “Statistics Report” menu.

2. Users can only view the statistics report for the last 30 days. The reports will be sorted by the local

time zone of the UCM devices, as the screenshot shows below:
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rEx Dovice - Statistics Report ((0:08:82:A4:6L:A3)
: B Email Hobifization Setings |
Statistics Time Sofoware Version Running Time Dewvice Storage Cloud Swrage Total Calls Total Remage Calls Max Concurrent Remote Users MWurnber Extensions Call Type
2013 [RFRE] days 18392 BUABSMEALASGE  OVIDLOGE 0 [ u ¢ B
2020-07-12 D112 Odays 13.9.53 E04.65MB/1.4565  O/10.00GE [ [ o [ B
F020.07.09 10210 Tdays 22338 58530MDA 4565 0F20.00GD 36 [ o 1= B
PUR-07-08 10210 Telays 237:30 SHS.ZTMBAASGE  (V2DO0GE 1 [ u EI=] |
2020-07-07 10210 Odays 18.56.35 SEATOMB/.4565  O/20.00GB 4 i [ FI=] B
2020 07 06 10289 Odays 0026 S3285MBA.45GS  OFID.00GE [ [ o B
200.07-05 nzae Alays 8257 4 BAMAA 4568 0V1D 20GR il i [ =] B
2UR0-07-04 0229 2days 5157 BUAZAMEALA5GE  OFIDZO0GE (i [ [ 18 B
2020-07-03 0229 1dzys 61452 E0434MBA145GS 00 1 0 0 [ B

Figure 65: View UCM Device Statistics Report

3. Click on button = to view the connected devices type and amount on the current day to the UCM

device:
Number and device of bound extension account X
1.GXV3240 1
2.GXV3370 1
3 Wave/webrtc_chrome 1
4 Waveswebrtc_firefox 1

Figure 66: View Connected Devices Type/Amount

4. Click on button E to view the call type statistics of the current day:

Number of calls by type pas
1.Audio Call 10
2 Audio Conference 0
3Video Call 26
4Video Conference 0

Figure 67: View Call Type Statistics

il Call Statisti
5. Click on button i Call Satisics to view chart statistics of the number/type of calls in the last 7 days

or last 30 days, as the screenshot shows below:
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For the last m monsn |

Call Number

Figure 68: View Call Statistics Chart
Set Daily Report Receiving Mailbox

Prerequisite: The UCM plan contains the permission of this function.

GDMS platform will send daily report email of the UCM device every day. Click on button

B Email Notification Settings

on UCM Device > Statistics Report interface to configure the email receiving

mailbox, as the screenshot shows below:

Email Notification Settings X

Daily Email Notification ()
Time Zone (GMT) Coordinated Universal Time
*Send Time  © 08:00

Repeating @ Daily
Every Monday
Permonth = 23Day

Per month | Fourth g Maonday
* Receiving Email Address

@ Add Email Address

Cancel Save

Figure 69: Set Daily Report Receiving Mailbox
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Table 21: Set Daily Report Receiving Mailbox

Daily Email This is used to configure whether if the user wants to send the daily report to the mailbox
Notification every day. If not, no mail notification will be sent, and users can view the statistics report
on the GDMS platform.

Time Zone This is used to set the time zone of the daily report.
Send Time This is used to set the sending time of the daily report.
Repeating This is used to set the repeating sending time of the statistical report. Once this

configuration is set, the statistical report will be sent to the configured email box

periodically.

Receiving Supports to enter any email address. Users can click “Add Email Address” to add

Email Address  multiple email addresses to receive the daily report.

View Operation Logs

Prerequisite: The UCM plan contains the permission of this function.

Users can view all operation logs on the GDMS platform for the UCM devices.

1. On the UCM Device List, select the menu button O following the specific device, and click on

“Operation Log” button.

2. Operation logs include: Remote accessing UCM Web Ul logs, restarting logs, and firmware upgrading

logs.

Note:

Users could only view the device operation logs for the last 30 days.
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PEZ Device - Operation Logs (D:0B:E2:DB:8L:1 F 0UB:BLDEEL: 7}
All Levels &l perangns Filter ~
Usermame Log Contents Level = Operaung Time (1]
Crandsream CanceliSeop "Reboot Device" Immediate task: 11 Medium 202HUFN3 1137
Grandstraam Add "Reboot Device” Immediate task- 11 High 2020/0713 11:38
Crandsiream lag plis_dlewice_ad Msdiuim 0T 1950
Tolal3 n 10 page

Figure 70: View UCM Device Operation Logs

Custom Remote Access Domain Name

Remote Access Domain Name is used to configure GS Wave application so that GS Wave application can

connect to UCM server and make calls at anytime, anywhere under any network environment.
Prerequisite: The UCM plan contains the permission of this function.
You can also custom your domain to access GS Wave Web RTC page/ UCM portal.

1. Go to Device Management > UCM Device interface, click Edit Device option for the specific UCM

device, and access to “Device Edit” menu.

Edit Device X

MAC Address CO:74:AD:1B:49:FE

Device Name

* Site default

Access Server c074ad1b49fe zonea.gdms.cloud

+ Personal URL l l + Custom Domain l

Cancel Save

Figure 71: Device Edit Menu

2. Click on “Personal URL’ field, and enter the preferred URL, such as: {yourdomain}.zoneb.gdms.cloud
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Custom server address zoneb.gdms.cloud 0

Figure 72: Custom UCM Remote Access Domain Name

3. Ifthe plan has custom domain name function, the user can click on “Custom Domain” option and enter
the server address with private domain name, and the user also needs to enter the custom certificate of the

domain name.
Note:

The custom address needs to be resolved to the existing default server address (e.g.
xxxxxxxx.zonea.gdms.cloud), otherwise the custom address cannot be recognized, and GS Wave users

cannot connect to UCM device through the custom address.

Custom server address 0

* Private secret key

* Public secret key certificate

Certificate chain

Figure 73: Enter Private Domain Name and Certificate

4. If the user needs to modify the information, the user can click on button 0 to add a new custom

server address.

5. Click on “Save” button to apply the settings. Then, both the default server address and new custom

server address can be used.
Note:

If the user modifies the custom server address, the phones or GS Wave applications which use previous

custom server address need to re-configure with the new custom server address. Otherwise, the service
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cannot be used normally.

Synchronize UCM Device Alert to GDMS

Only the advanced UCM Remote Control plans support to synchronize UCM device alert to the GDMS

platform. For UCM Remote Control plans details, please refer to our official website.

1. Users need to enable UCM alert notification on the management platform of UCM device. For details,

please refer to the UCM User Guide in UCM product page.
2. The alerts generated in the UCM device will be synchronized to the GDMS platform.

3. Users can view all UCM alert notifications in the GDMS platform, and set the alert notification methods:

Email Notification, Message Notification, or SMS Notification.

Reboot Device

Users can reboot UCM devices from GDMS instantly or set up schedule to reboot the UCM devices.

1. Select a UCM device from GDMS - Device - UCM Device page, click on “Reboot Device”. Or select
multiple UCM devices by clicking More > Reboot Device.

2. The users can select to reboot the device immediately or set up a schedule to reboot the device. For

scheduled reboot, please select the start and end time of the task. Reboot will be performed during this

period.
1 ——
Reboot Device X
Task Time Immediate @ Scheduled
* Task Name
* Run Time 2020-07-13 12:05 - 2020-07-13 23:59

Figure 74: Reboot UCM on GDMS

3. After saving the reboot configuration, users can view the status of this task from GDMS - Task page.
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Note:

If the task is failed, GDMS platform will send the system notification to the user.

Upgrade Firmware

Prerequisite: The UCM plan contains the permission of this function.

Upgrading UCM firmware via GDMS is supported. Please note there must have UCM official firmware or

customized firmware available on GDMS platform first.

1. Select a UCM device from GDMS -> Device > UCM Device and click on “Upgrade Firmware” as
shown in below picture. Users can also select multiple UCM devices and then click on “Upgrade Firmware”

to perform batch upgrade for all selected UCMs.

Upgrade Firrrmare site fzzignment Mare - Refresh List #ll Madels Filcer -
B MAC Address Lieace Mame = Lemvice Made TIrmmeare version Flan Fublic I Private i site Kame Cptions i3
B ® C074ADOASEDE CO74ADIAZEIE  UCWESDS 212200 silver (Eets) 152.165.126.127 192163.126.127 Default [0 = C]
COT4ADDAAEA0 COTLADDAAEAD  LCMEINE 20212@® Goid (neia; - [EEEE - = Default 7 EcirDevice
[E] omerauan Logs
® 00.05.82.A4.6C48 TODEEZAA5CAE UCMESDZ 10230 Placinum (Bezal 152.163.120.73 192.163.120.73 Default
[ Task Hiscory
ral 4 n @ Upgrade firmware

() Rebaar Device

T Delete Device

Figure 75: UCM Devices Listed in GDMS

2. Select upgrade immediately or set up schedule to perform the upgrade. For scheduled upgrade, please

select the start and end time of the task. Upgrade will be performed during this period.

Upgrade Firmware x
* Firmware Version
Task Time Immediate © Scheduled
* Task Name
* Run Time 2020-07-13 1210 - 2020-07-13 23:59
Cancel

Figure 76: Upgrade Firmware Configuration on GDMS
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3. Save the configuration. Then the users can view the task status under GDMS Task page.
Note:

If the task is failed, GDMS platform will send the system notification to the user.

Edit Device

Users could edit the UCM Device name and which site the device belongs to.

1. Inthe device list, click on the button E to Edit Device to access to the device editing page.

LCM Dewice Add Devtca w | Exportpestce

Refresh List -_ A1 Models Filzer
MAL Address Nevee Mamne = Deace Mode Hirrrare Version Plan Pubhc i Private 1P Site Marme Dptions o]
COHT4ADITELSE COTAADITEZSE  UCME208 - Cpen Beta - — dafaulc B ©
CH74ADTBAT.FE — UCMEZ0Z - - - - dafaule 3]
& CEAADT B - UCMB2IZ - siher (Heta) - - defaul @ o
ODREXOCTHER DOR-A2DOTSF LICME04 — Siberr (Reta) - _ chefaul [ Cdic Device.

[El Operation Logs
& COT4AD B4 FD ucManz — Platinurn {Geta) - defaulc

[3 Task History
® C0:74:AD:1 B:AFF UEME20E Basic {Bera) B @ upgrads Hrmware
5 1) Rty i
® COT4ADIBAAD] — UCME20Z - sihver (Beta) - — defpuly O Fetmal Device
11 Delers Device
® CU74ADIBAADZ - uCME20Z - Basic {Beta) - - defaule W
® LU ALTEAA DS = ULMB20E — Gpen Heta — = default 0] (2]
® COT4AD Bed7 72 — MBS - Flatisrurm |Bes) — — defiaule B OB Q
Taral 24 « 1B > Hiipags

Figure 77: Edit UCM Device Option

2. Users will see the device editing page as the figure shows below:

GDMS User Guide Page | 93
Version 1.0.6.10




GRANDSTREAM

CONNECTING THE WORLD

Edit Device

MAC Address C0:74:AD:0A:8E:9E

Device Name

* Site Default

Zone  a.gdms.cloud (Los Angeles)

Access Server c074ad0a8e9e-10674.a.gdms.cloud

+ Personal URL ‘ ‘ + Custom Domain |

Cancel Save

Figure 78: Edit Device

3. Users can modify the GDMS server region by clicking on the drop-down menu of “Zone” option. When
the device is online for the first time, the GDMS platform system will set the region based on the nearest

region to the device automatically.

4. If the plan has the custom server address function, the user can click “Personal URL”; If the plan has
the permission to custom private domain name function, the user can click on “Custom Domain” option

to configure it.
5. Click on “Save” button to apply the changes on the GDMS platform.
Note:

After modifying the GDMS server region, the GDMS platform system will generate a new Access Server
address, and the Wave users and the phones which are not connected to the GDMS platform need to be
configured with the new Access Server address manually. If the user is using the Custom Domain, the user

does not need to update the address.

Batch Modify Sites
Users could edit the site of a batch of UCM devices on the GDMS platform. The default site is “default”.

1. Select the desired devices and click on the "Site Assignment” button.
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Site Assignment

* Site default

Cancel Save

Figure 79: Site Assignment

2. Select the site to assign the selected devices to.

3. Click on "Save“ button, and all selected devices will be transferred to the selected site.

Note:

Each device can only be allocated to one single site.

Delete Device

Users could delete one UCM device or a batch of UCM devices on the GDMS platform.

1. Select the desired devices and click on More > Delete.

2. Select a UCM device from GDMS - Device - UCM Device and click on “Delete Device”. Users
can also select multiple UCM devices and then click on More - Delete to perform batch upgrade
for all selected UCMs.

3. Click on "OK"* button on the pop-up window to confirm deleting the devices, and the selected
devices will be deleted immediately from the GDMS platform. The timing tasks involve the deleted

devices will be canceled either.
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Delete the 3 selected device(s)?

The device cannot be managed after deleting it.

Figure 80: Delete Device Prompt

Export Device

page. The exported list includes all device information.

To export the entire device list, click on the button in the top-right corner of the device list
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UCM REMOTE CONNECT - CONFIGURE PARAMETER FOR DEVICE

GDMS platform administrator can configure the parameters of UCM Remote Connect for the device
remotely. Once the device has been configured following the methods below, the device can use the UCM

Remote Connect functions.

Method 1:

1. GDMS platform administrator can go to VolP Account - SIP Account interface, select the SIP

accounts which will be assigned to the device, click on edit button 4 to access to the account editing

interface:

© plangservice~ P Grandstream -
=}

t - Edit Account (UCM)

e | 1199

r | 192168 200 145(UDP) (192 168 200 145:5060) Q

I Assign Device | default GRP2601 CO74AD:22:4D:32 {rrrrer) Account! (4000) UCMRE A (07430060605 [ ] I

o Feedback R {GMT) Coordinated Univ

Figure 81: Edit Account

2. Click Add Server option and select the external network server address reported by the UCM Remote

Connect.

3. Assign the SIP server to the device and enter the device MAC address and Account index, then select
the SIP server of the UCM Remote Connect.

4. Click to save and apply the changes for UCM Remote Connect for the device.
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Method 2:

Users can select multiple SIP accounts, click “Modify SIP Server” option on the top of the interface, and
then select the server address of UCM Remote Connect to modify the SIP server address (internal network)

to the server address of UCM Remote Connect for a batch of devices.

Modify SIP Server

is modified, the new SIP server address will be assigned to the corresponding devices.

rver  UCMRC A (c074ad06de05-10985 zonea gdms cloud)

Figure 82: Modify SIP Server Address
Note:

1. When the user configures the server address of UCM Remote Connect for the device, the following
settings will be assigned to the device automatically to ensure the UCM Remote Connect service can

be used successfully:

e S|P Protocol - TLS

e STUN server setting will be changed to the TURN server address of UCM Remote Connect.

2. When the UCM Remote Connect account is deleted from the device, the STUN server setting will be

removed automatically from the device.
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UCM REMOTE CONNECT - UCM BACKUP

View Backup File

For backup files generated from UCM manually or automatically, they can be stored in GDMS cloud storage.

On GDMS platform, users can view all backup files.

1. Go to UCM Backup page, all backup files available for connected UCM devices will be displayed. The
file type includes CDR file, config files, etc.

Note:

It only displays all the backup files of the UCM devices under current organization. Users can switch the

organization to view the backup files of the UCM devices under other organizations.

2. Click the searching box at the top of the interface to search the backup files by device MAC address,

backup file type and device model.

© Plan&service ~ M fyang

UCM Backup (sed space 27 50K8)

All Models Al File Types
CO74AD 1B.8E24 ucme302 Config Files 20190808034723 27.50k8 nttp /v gdms. cloud/a 20200811 02:29 O ALE @
DO.0B 82 A4 6 BE 000882A46E8E il Rcords backup_2020623 111512 08 hitp/iwewgdms cloudda . 2020/06524 0315 O AEB
00:0B:82A46E:BF 000832446E0F Conference backup 2020623111522 0B hutp:/fwew gdms. cloud/a..  2020/06/24 0315 D &EH
CO74:AD1BBE24 UCMB302 Call Records yiiuo_backup 20206202 . 0B Nitpi/www gdms.cloudda.. 2020106122 12:43 O &E T
CO74:AD1B8E24 uCMs302 call Records backup_2020620 204222 OB nipwwwgdmS cloudra . 2020106122 12:43 O AFE

b COT4AD1B8E24 ucmes02 Config Fles backup.2020620 204604 0 hitp/wwwgdms cloudra.. 2020106720 1246 DA
CO74:ADBBE24 UCMB302 Config Files backup_ 2020620 204604 0B hitp:/iwww gdms.cloud/a..  2020/06720 12:46 D AEH
CO74:AD1B.8E24 UCME302 Config Files backup_2020620_204604 0B Ntp:/wwwgdms.cloud/a . 2020/06/20 12:46 OLEE
CO74:AD1B8E24 UCMB302 Audio Records backup_2020620_222 o8 hitp://wwwgdms cloud/a.. 2020006720 12:46 O AEE
CO74:AD 18 8E 24 UCME302 Config Files backup_2020620_204258 08 nttp:/rwwvi. gdms cloudia 2020106120 12:43 0O A6

Pl Engish - (GMT) Coordinated Univ

Figure 83: View Backup File
Note:

o If the storage space of the UCM device is insufficient, the backup file cannot be stored. Please

clear the storage space or renew the plan to get more storage space.

e Users can subscribe the email notifications so that the alert message will be sent to the configured

email box by default when the device storage space is insufficient.
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Upload Backup File

Users can upload the backup file and recover the backup file on UCM.

1. Go to UCM Backup page, click on the “Upload File” button on the right upper corner to access to the

interface:
Upload File
Click or drag and drop file here to upload
MAC Address
* File Name
File Type Config Files
Cancel
Figure 84: Upload File
File Click to select the backup file from the local PC or drag the backup file to this field to

upload the backup file. The backup file can be the configuration file of the device.

MAC Address Enter the MAC address of the UCM device for uploading this backup file.

Note: The UCM device must be in the current organization, otherwise, the backup file

cannot be uploaded.
File Name Enter the name of the backup file.

File Type Enter the file type of the backup file so that the UCM device can obtain the backup file
accordingly by the file type.

2. Click OK button to upload the backup file.
Note:

If the UCM device does not have enough storage space, the backup file cannot be uploaded. The user can

clean up the cloud storage space file for this UCM or purchase an additional plan.
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Download Backup File

1. On the "UCM Backup* page, click the button ‘i' following the backup file to download the file.
2. Download the files locally.
Note:
e Users can view the backup files and restore the UCM device quickly without downloading.
e Users can download the backup file manually and restore the UCM device.
Restore UCM Backup File Remotely
Users can restore backup files for UCM devices remotely through GDMS platform.

1. On “UCM Backup” interface, select an UCM backup file and click “Restore” button O to restore the
UCM device.

Device ** configuration will be restored according to

this backup file?

Figure 85: Restore Backup File Remotely

2. Once the user clicks “OK” button, the UCM backup file will be assigned to the UCM device to restore
the UCM device.

3. It may take several minutes to restore the backup file for the UCM device. The user can refresh the

interface to view the results next to the MAC address of the UCM device on the interface. As the screenshot
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shows below:

: Restored successfully. The user can leave the cursor on the icon to view the last restoring time.

E:]: Restored failed. The user can leave the cursor on the icon to view the last restoring operation time.

@& cpbms © Planaservice ~ @ riyaa v
UCM Backup (Used space 52 73MB) Upload File
Al Models Al File Types
Default

MAC Addre: Device Nar File Tyy File Marme File 5 ile URL Addres:
CO.74-AD OA BE aD UCMB308_myhu test  Config Files hmy backup_2021112_.  2283Mm8 hitp iwwwgdms cloud/a. 2021/0112 0845 O ALAFBEED

| Restore backup fle successhlly (2021/01/12 09:22) _
000BB2ALECAB L) - = Config Files backup_20201202_0752 14 830MB http/rwww gdms cloud/a. 2020/12/03 07-08 O &LtEFTD
C074-AD-0ABE9E (& CO74:AD'OABE 9E Config Files backup_20201202_0752 14 80MB hitp/iwwew gdms cloud/a 2020/12/02 07-53 O AFETD
CO72ADOABEIE CO74ADOABESE COR Records cdr 202011 833¢a http/iwaw gdms cloudfa_ 2020111730 18:30 O 4B
00:08:82 AL 6C 48 s Config Files MEEAFAMSATE. 316008 http-awww gdms cloud/a . 2020/11/08 0202 O AFBEED

UCM Backup

00:0B:82.A4.6C48 . Config Files SR AT ABMsadiTH 316,008 hip-/Awvew. gdms cloud/a_. 2020/11/04 01:56 OALsFBTO
00:0B:82 A46C48 - Config Files HEIEAFA AR 316008 nitp-iawwwgdms cloud/a 2020/11/04 0156 O AFBED
00-0B:82 A26C 4B = Config Files m 08 nttpiwww.gdms cloud/a . 2020/11/03 0322 ODLFE T O
00-0B:82 A46C 4B s Config Files 20190312075518 66 SOKB ntrp-iwww gdms cloud/a . 2020/11/03 0253 ODALEBE T O
00-0B:82 A46C 48 _ Config Files peap 83 00KB nip/awwew gdms cloudsa_ 2020110729 1100 D AT D

@ English - (GMT) Coordinated Uniy

Figure 86: View Results

Delete Backup File

If the user wants to clean up the storage space of the UCM device, the user can delete the backup files in

the UCM device.

-

1. On "UCM Backup*“ page, click the button M following the resource file to delete the backup file.
Users can also select multiple backup files and click the Delete button on the top of the page to batch delete

the backup files.
2. When the user confirms to delete, the selected files will be deleted from GDMS platform.
Note:

Please note that when the backup file is deleted, it cannot be restored.
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UCM REMOTE CONNECT - CALL QUALITY

Statistics Overview

The interface below displays the call quality reported by the device on the GDMS platform.

Prerequisites: The device must use the SIP account in the UCM server which has the UCM Remote

Connect service so that the device can report the call quality to the GDMS platform. This function is

supported in some of the UCM Remote Connect plans, not all plans. Please refer to the official website for

plans descriptions.

Call Quality

202010023

COT4AD224D:32

00:08:82 3A 9340

CO74.AD22:40:32

CO74AD22:4D:32

00:08:52:34:93:40

00:08:62. 949340

00:08:82 949340

20201

© Plangservice ~ 4P Grandseam
nore | [EEIER  Pronereports me call quatiy © @D
Call Quality Call Type
0.00%
All Models All Call Qualities All Call Types e call sranistics
YiuoRi & 4002 192.168.120254 a00ms 00% = -
000082933330 a00z 192168120 254 27 00ms 0.00% aa aa 100.00ms
yluoR G & 002 192168120 254 nullms 0.00% 0.00ms
yiluoRYil & 002 192.168.120 254 wlms ull% - - 8308 00ms
000082539320 4002 192.168.126.166 oms % 44 44 100.00ms
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Figure 87: Statistics Overview

Table 22: Statistics Overview

Module _____Description

Total VoIP Devices

Total Calls

Call Quality

Call Type

Display the number of VoIP devices reported by the current organization (only

display the statistics report for current filter time)

Display the number of calls reported by the current organization (only display the
statistics report for current filter time)

Display the call quality ratio and average values for the reported call history by
the current organization (only display the statistics report for current filter time)

Display the call types for the reported call history by the current organization (only

display the statistics report for current filter time)

Y S
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Call Quality Record
GDMS platform displays all reported call quality records on the Call Quality interface.

Please see the screenshot below:

All Modets All Call Qualiies. Al Call Types. b call Stadstics
ML Address Deice Name Call Gueality 1P Arcoune Average iter Facket Loss Rate MOS-LO WOE-C0O tound Trip Delay ot
LA ADZEA0EE rrriT Had 4002 Z7.0ms 0.00% 44 a4 100.00mE
Tatal 1 B T0/page

Figure 88: Call Quality Record

1. GDMS platform supports to filter call quality records by date.

20201114 - 2020/11/20

Figure 89: Filter by Date

2. GDMS platform supports to search call quality records by site, device model, call quality and call type.

3. GDMS platform supports to search call quality records by device MAC address, device name and SIP

Account.

4. Click Call Statistics button to view the statistical report of the filtered call quality

records.
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Total VoIP Devices: 1 Total Calis: 1 X
Call Quality
Wery Good 0%
Good 0%
General 0%
Bad 100%
Average MOS 4.4 Average packet loss rate 0.00%
Average jitter 27.00ms Average delay 100.00ms
Call Type
1
1
0
Audio Call Video Call Audio Video
Conference Conference

Figure 90: Call Quality Record Report

Enable/Disable Call Quality Reporting

Users can enable/disable reporting call quality on the GDMS platform. If the user does not want to view the

call quality report, the user can disable this function on the GDMS platform.

On the Call Quality interface, the user can click Phone reports the call quality button
Phone reports the call quality

() to disable reporting call quality. When this function is disabled,

the devices under the current organization will no longer report the call quality to the GDMS platform.
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& soms © Plan&service ~ % Grandstream |
Call Quality
Total Call Quality Call Type
Totai ValP Devices Very & " :
i %
UCMRC Toual Calls I
1
call Quality All Madels All Call Qualities Al Call Types m
M e Call Quality SIP Account t Loss Rate MOS-LQ MO5-CQ Round Trip Delay
COTAAD22:4D32 o a 4002 27.00ms 0.00% 44 44 100.00ms
ot 1 ]

Figure 91: Enable/Disable Call Quality Reporting
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DEVICE CONFIGURATION

The Device Configuration page allows users to create templates that can be used to provision devices of
the same model or in the same group. Additionally, users can upload configuration files for individual devices

and manage them individually.

By Model

Users could customize the configuration template and classify the templates by device model and site.
Users could also configure a batch of devices on the GDMS platform, which means users could create a

configuration template for all same model of devices or create multiple templates for different sites.
Automatic Configuration Push

When a device is added to GDMS for the first time, it will automatically obtain and use the configuration

template for its model.

Manual Configuration Push

A ,
To manually push the configuration to specific device models, click onthe ““  button of the desired
models.
) cDMs &7 ceandsweam
oyos
Hame Modal Assodanes e Desoigtion Lest Updared Tptions
wesslon GHNIFTD HZ Oifice - 01900621 2137 @ o F L
werinn GRS A Office QORI 226 s o F &
=380 GEVISAD All 5ires & 201908515 21°25 - - R .
HT&I2 HTEI2 Al Sitzs 201990606 1206 o R A )
1Tz HIEL All Sites = SHTLORDT 60 2 a0 F &
HTEIZ HTE1Z Al SIS hahaha Z019MIE30 1055 82 o E &
HT&14 HT&14 All Sites 20190806 11:13 - I . N
WHEL WHER All st — LTV ER FEH 8 &
2 n .....
English ~ {GMT+08:00] Beijing, €
Figure 92: Manual Configuration Push
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Note:

If a device’s setting has not been modified in the Device Management - Device - Set Parameters page,

GDMS will automatically update the device with the template settings created in the Device Configuration

page.
Example:

For GXV3370 devices, all sites are using the same configuration template, and all the devices under the

site A — D will acquire the same configuration template — GXV3370 Config Template.xml.

For DP720 devices, different sites have different configuration template. The DP720 in site A will acquire
the DP720 configuration file - Config Template -1.xml; the DP720 in site B will acquire the DP720

configuration file - Config Template -2.xml.

GXV3370 DP720
Config Template.xml Config Template-1.xml
Site A Site A
Site B Config Template-2.xml
Site B
Site C
Config Template-3.xml
Site D
Site C
Site D

Figure 93: Example — GXV3370
Add Template

To add a configuration template for a specific device model, click on the Add Template button in the By

Model page and enter the following information:
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Add Model Template X
* Name
* Model
* Auto Provision to Devices in @ All Sites Select Site MNone

the site is connecting to GDMS for the first time.

‘ This template is automatically pushed only when the device under

Description
Figure 94: Add Template
Table 23: Add Template
Name Enter the name of the template. This name must be unique and has a maximum character
limit of 64.
Model Select the device model of the template.
Select Site Select the site which the template will be used for.

All Sites: All devices in all sites will use this template.

Select Site: All devices in the selected sites will use this template. Multiple sites can be

selected.

None: GDMS platform will not allocate the template to any device. The user could allocate

the template to the device manually.

Description Users could input the descriptions of the template and the purpose.

Once complete, users will be redirected to the Set Parameters page to modify the device settings of the

template.
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Notes:

e For the new associated device, when the device first time connects to the GDMS platform, it will
acquire the configuration template according to the device model and site automatically. Users do

not need to push the configuration template manually.

e Devices already on GDMS will not automatically obtain the settings from newly added

configuration templates. Users will need to update these devices manually.
Important Note:

If the GDMS platform has the model configuration template for the current device, and the user does not
modify the configuration parameters from the Device Management > Device - Set Parameters menu,
the GDMS platform will push the default model configuration template to the device when the device is
online. Otherwise, if the user updates the device configuration on “Set Parameters” menu on the GDMS

platform and push to the device, the device will use this configuration as the default configuration.
Set Parameters

Users can configure model-specific settings when editing model templates.

1. To configure these model-specific settings, click on the £E3 of the desired template.

Bylecdel - Sel Parameters (GRP2615) m
Account i@ Setings Menwork Settngs SYSIEM SEMUNgs Phone Settings Contacts Resource
Account! 0 @ Reser semings
acbvanced Settngs [+] @ Security Sethings
Only Accapt SIP Requasts from Known
call Sewings ] > P i

AIP Sedlings
Intercom Settings
value added Service ol
Fealure Codes Auchenticare Incaming INVITE
Codec S2Mngs
Ao SeLings

Apphcations

Force BLF Call-puckup by Prefix

BLF Call-geckup Prefix

= Advanced Features

Figure 95: Set Parameters
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2. Clicking on the Select All button will select every option on the current page. Clicking on it
again will deselect all the options.

3. Clicking on the Reset Settings button will restore all settings on the current page to default
values.

4. Clicking on the button EJI following the account, users can copy and paste the current

account configuration to other accounts.

5. When users try to configure device wallpaper or screensaver image, users can select a picture
from the resources list, or upload the local picture to GDMS and configure it to the device.

Wallpaper Server Path B &

Wallpaper Source Download ‘

Figure 96: Ringtone Configuration

6. Modify the desired settings on the page or click on the Switch to Text Editor to configure device

settings via text editing (e.g. p-values). Key can be either a P-value or an alias.

Notes:

e The available settings for each model template are different. For more details on acceptable

configuration values, please refer to the user guide for each device model.

e When the user adds a new model configuration template in GDMS platform, the GDMS platform
will not push the template to the existing devices in the GDMS platform, and the GDMS platform

will only push the new added template automatically to the new associated devices in the system.

o When the settings of a template are modified, the changes will not be automatically applied to

related devices. Users will need to manually push the configuration to devices.

e For the new added devices, the devices will acquire the updated configuration template

automatically.

o |If a scheduled task involves a modified template, the task will use the template settings at the time

of scheduling, not the newly modified settings.
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Configure Resource Files

Users can configure custom ringtone and language for devices (Supported models: GXP/DP series).

1. To configure these model-specific settings, click on the button @3 of the desired template to go

to the Parameters Configuration 2 Resource Configuration page, as shown in the figure below:

) comMs &% Grandstream
Mode! - Set Parameters (GRP2615)
Bl ot semmgs  Meoworksewngs  sysemsetungs  Pronesemngs  Conacs  Resource @)
o |-

Language Pack
1 Ring-USA

Ring-hz
Ring-USA
Ring:sz
Test
Tes2
Ringtest

444444044

Figure 97: Resource Configuration

2. On the “Custom Ringtone” page, for Ringtone 1 to Ringtone N, select a ringtone file from the

resources for each ringtone index.

3. On the “Language Configuration” page, select a language pack from the resources for the device.

4. After clicking “Save” button, the device of this model will download the resource file from the

firmware path once the device is connected to GDMS platform for the first time.

5. Or, users can click “Push” button to push the template of the model to the device. Then, the device

will download the resource file from the firmware path.

Note:

For each device model, the size and duration of each ringtone are different. If the duration and size exceed

the limit, the system will intercept the resource file to the maximum limit automatically.
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Push Update

Users could push the configuration template to the device manually.

1. Select a specific configuration template, click on the button following the template.

Push Configuration Update b
* Run Device @ Selectdevice Enter MAC Address

Selected Device: 1

B v | MAC Address Device Name User ID MAC Address Device Name User ID
00:0B:82:F5:52:84 GRP2614 — 00:0B:82:F5:52:84 GRP2614 —
Total 1 n 10/page Total 1 n 10/page

Cancel Update Now Schedule Config Update

Figure 98: Push Configuration File

2. Users could select any device in this device model to push the configuration template, the device will

be updated with the configuration template.

3. Users can either push the configuration template immediately or schedule the configuration push for a

specified time. If the latter is selected, users will need to enter a name and time for the scheduled push.

Schedule Config Update X

* Task Name

* Run Time 2019-04-04 14:55

Figure 99: Schedule Config Update

4. Click on the Save button to finalize the task. Users can check the task status in the Task Management

page.
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Edit Template

To edit the configuration template’s name, site, and description, click on the E button for the desired

template.

Edit Model Template X

@ This template is automatically pushed only when the device under the site is connected to GDMS for the first time.

¥ Name GRP_template
* Model
* Auto Provision to Devices in @ All Sites Select Site MNone

Description

Figure 100: Edit Model Template

Download Configuration Template

To download the configuration template of a device model, click on the —' button for the desired

template.
DAl DF750 Al Sites st 2019101109 07:47 B oM E'
Figure 101: Download Configuration Template
Delete Template

To delete configuration templates from GDMS, select the desired templates and click on the Delete button

in the top left corner of the By Model page.

Note:

If a scheduled task involves a deleted template, the task will still use a temporary copy of the template

saved at the time of scheduling. A scheduled task will not fail due to deleted templates.
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Delete the 1 selected model templates(s)?

Figure 102: Delete Template

By Group

Users could customize the configuration template by group. Users could configure a group and update the
configuration template by group. For example, users could classify a batch of devices to a group, and
configure/manage the devices in the group. Users could push the configuration template to the group

members on the GDMS platform.
Users could view the group configuration template, and the devices list in each group.

Users could modify the configuration parameters, push the configuration to the devices, edit the group and

members, and download the configuration template by group.

@) sGDms & trandurean
Al Typas
Group Hame Type Group Descripton Device Mumber Last Updared Oplions
GRE GRP Series GRE a 0TSNDY 1400 L R A X
e CHP Sories i a FONBAHET 200 e R )
=" GV Series GUCE2I0 1@ 20190819 15.54 | oL
Ala T Seriee 2D STSG 10015 R X
KZ-Drparmen 1 conenal Series = 2@ 01025 1705 - .
HZ-Deparmnent 3 General Seties mz 13 201 %0425 10:4% moa H b
[1] a
Figure 103: By Group
Add Group
Users could add a group at any time on the GDMS platform.
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1. Click on the Add Group button at the top right of the By Group page.

By croup -~ Add Group Template

Group Mame

Cance! Next

Figure 104: Add Group

Table 24: Add Group

Group Name Enter the name of the group to easily identify it. Names must be unique and have a

maximum character limit of 64.

Type Users need select the type:

e Audio phone series: This is used to configure the common configuration

parameters of GXP and GRP series.

o DP series: Use the configuration template for DP7xx series.

o HT series: Use the configuration template for HT8xx series.

o GRP series: Use the configuration template for GRP series.

o GXP series: Use the configuration template for GXP21xx series.

e GXV series: Use the configuration template for GXV33xx series.

e GVC series: Use the configuration template for GVC3210.

Description Enter the detailed description and purpose of the configuration template.
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2. Once complete, users will be redirected to the device selection page to add devices to the group. Users

can either select devices from the list or manually enter the MAC addresses of the devices. Selected

devices will be moved to the Selected Device list on the right of the page.

Run Device @

B 00:0B8ZIABFFT

00.08 82 £9:95.4€

00:08:82:F5:AE:66

00:08/82:E3:62.7C

00:08:82-E2.08.D8

00:0882-9A8EFD

00:08:82:D0:55:A0

00:08:82:E2:07.B0

00:08:82-E3-06 BE

00:08:82:03.97.70

roug Add Group Template

Enter MAC Address

All Models

GRP2614

GXV33T0

nii

~I@HS %8

GXV3370

GXV33T0

WpES20R &

ymyhu-wpB20

GRP2614

GXV3370

GRP2614

GXP2135

GXV3370

GRP2614

GXV3370

GXV3370

wP820

wPa20

Selected Device: 2

8l ¢

O0:0B:82:E3:95:4C GXV3370 GXV3370 @

) 00:0B:82:9A8F.F7 GRP2614 GRP2614 ]

Figure 105: Finish Adding Group

3. Users could click on “Prev” button to go back to the group configuration page to re-edit the group

information.

4. Click on the Save button to complete group member selection. Users will then be redirected to Set

Parameters page.

Note:

Users need to set the parameters of the configuration template for the newly added group.

Set Parameters

Users could set the unique parameters of the devices in the group in the configuration template in order to

push the unique parameters to the devices in the group.

1. Select a specific group, click on the button 253 to access the group member parameters

configuration page.

a.

Clicking on the Select All button will select every option on the current page. Clicking

on it again will deselect all the options.

Y S
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b. Clicking on the Reset Settings button will restore all settings on the current page to

default values.

c. Clicking on the button DJ following the account, users can copy and paste the

current account configuration to other accounts.

d. When users try to configure device wallpaper or screensaver image, users can select a
picture from the resources list, or upload the local picture to GDMS and configure it to

the device.

Wallpaper Server Path . @

Wallpaper Source Download ‘

Figure 106: Ringtone Configuration

2. Modify the desired settings on the page or click on the Edit Configuration File to configure device
settings via text editing (i.e. p-values). Key can be either a P-value or an alias.

Notes:

e The available settings for each model template are different. For more details on acceptable

configuration values, please refer to the user guide for each device model.

e When the user adds a new model configuration template in GDMS platform, the GDMS platform
will not push the template to the existing devices in the GDMS platform, and the GDMS platform

will only push the new added template automatically to the new associated devices in the system.

o When the settings of a template are modified, the changes will not be automatically applied to

related devices. Users will need to manually push the configuration to devices.

e For the new added devices, the devices will acquire the updated configuration template

automatically.

e If a scheduled task involves a modified template, the task will use the template settings at the time

of scheduling, not the newly modified settings.
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Configure Resource Files

Users can configure custom ringtone and language for devices (Supported models: GXP/DP series).

1. Select a specific group, click on the button @3 to access the group member parameters

configuration page.

# Grandstream -

rour Set Parameters (GXP) Switch to Text Editor

B Accouns t Network Settings System Settings Phone Settings Settings Contacts Resource @)

° BN oo

Language Pack
Ring 1 Ring-sz

] RINg-USA

testesttest
123411
12311111

Ringhz

Ring-sz
Test

Figure 107: Resource Configuration

2. On the “Custom Ringtone” page, for Ringtone 1 to Ringtone N, select a ringtone file from the

resources for each ringtone index.

3. On the “Language Configuration” page, select a language pack from the resources for the device.

4. After clicking “Save” button, the configured parameters and resources will be saved in the system.
When the user clicks “Push” button to push the template to the device, the device will download

the resource file from the firmware path.

Note:

For each device model, the size and duration of each ringtone are different. If the duration and size exceed

the limit, the system will intercept the resource file to the maximum limit automatically.
Push Update

Users could push the group configuration template to the device manually.

1. Click on the "‘:D button for the desired group.
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Push Configuration Update X
Run Device @ Select device Enter MAC Address
All Models Selected Device: 1
B ~ | MAC Address Device Name Model User ID MAC Address Device Name Model User ID
00:0B:82:F5:52:84 GRP2614 GRP2614 — 00:0B:82:F5:52:84 GRP2614 GRP2614 —
00:0B:82:D0:44:C0 GXV3370 GXV3370 G Total 1 n 10/page
Total 2 n 10/page
Cancel Update Now Schedule Config Update

Figure 108: Push Update

2. In addition to being able to push the configuration template to all or select members of the group,

users can also push it to non-members.

3. Users can either push the configuration template immediately or schedule the configuration push for
a specified time. If the latter is selected, users will need to enter a name and time for the scheduled

push.

4. Click on the Save button to finalize the task. Users can check the task status in the Task

Management page.
Edit Group

Users could edit the group name, descriptions, and group members.

1. Click on the rﬁ button for the desired group.

| HE-Department 1 Mor-DP Series - 0]} 20030117 03:29 B oA & |

Figure 109: Edit Group

2. Modify the desired settings and click on the Save button to finalize changes.
Note:

New members of an existing group will not automatically obtain the group configuration template. The

template must be manually pushed to the new member devices.
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Download Configuration File

4
Users can download the group configuration template by clicking onthe “— button for the desired group.
HZ-Departrment 1 Non-DF Series — 2 20120117 03:29 e |

Figure 110: Download Configuration File

Delete Group

Users can delete groups by selecting the desired groups and clicking on the Delete button in the top-left

corner of the By Group page.
Note:

The existing timing tasks involved the group configuration template will be reserved, and the timing task will

be executed with the original group configuration template.

By CFG

Users can import configuration files for specific devices. Settings in these uploaded files will be used for

their specified device.

) spms &2 crancsiream
Al Models
ML Ardress Teare Name rcurdel Firmueaee Versinn Fie Kame File Sz Last Uphated Ophans

000E 82 D0 A550 s = st QCOBSZD0M5S0.xml 1KE 20THOEMS 14.04

[ |2l

OL0BAZFPIALGS OCOBIZFIALCE M 567 KB 2019/06/26 1013

Figure 111: By CFG

Upload CFG File

Users could upload the custom configuration file to the GDMS platform and push the custom configuration

file to the device.

1. Click on the Import Configuration File button at the top-right corner of the By CFG page. The following

window will appear:
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Import Configuration File X

Click or drag and drop file here to upload

Cancel

Figure 112: Upload CFG File
2. Drag and drop the file to the window or click on the upload icon to select a file from your PC.
Note:
The uploaded file must be named as the device’s MAC address (e.g. 000b82afd0b0.xml).
3. Click on the OK button to finalize the import.

4. The following window will appear asking the user to either push the configuration to the specified device

immediately or to cancel the configuration push.

Device (00:0B:82:9A:8F:F7) configuration imported
successfully

Figure 113: Finalize Import
Notes:
e Only XML file format is supported for the uploaded custom configuration file.
¢ If the file name does not meet MAC address format requirements, the import will fail.

o When uploading another configuration file for an existing device, the previous configuration file will

be overwritten.
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Push Update

Click on the ﬁ button for the desired device to manually push the configuration to it.

00-0BBZESBCCY DPTSD 1063 D00EEZESBCCO.xmil 41.79KB 2M¥W0N/Z4 114

[2]
[«

Figure 114: Push Update

Download Configuration File

Click on the ' button for the desired device to get its configuration file.
Delete CFG File

To delete uploaded configuration files from GDMS, select the desired devices in the list and click on the

Delete button at the top left of the By CFG page.
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SITE MANAGEMENT

Site Management allows users to organize their devices by sites and categories.

2 coandstream

defau {225)

supgart ffice (4)

Sales office (101

shqu_testl (o)
Der 3 im
fyaa i) @ ®E@®
VLA )

DF750 1£)

12 Office 01

Am Office (0

China Cifice (0]

s Office (1)

ylluo_sice {10]

English {GHT+O8:00] Beqging, Ch

Figure 115: Site Management

Add Site

Users could add a site at any time on GDMS platform.

1. Click on the Add Site button at the top right of the Site Management page. To quickly add a sub-site

under a specific site, click on the @ button next to the desired site. Users can create a total of 7 different

levels of sites.
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Add Site X
* Name
Parent Site
Description
gd
Cancel m
Figure 116: Add Site
Table 25: Add Site
Site Name Enter a name for the site to easily identify it. Sites on the same level cannot have the
same name.

Superior Site The parent level of the site. This field can be left blank if the created site is a top-level

site.

Site Enter the descriptions of the site.

Description

2. Once the site is created, users can then assign devices to it.
Batch Import Sites
Users could import a batch of sites into GDMS platform.

1. Click on the Import Site button at the trop right corner of the Site Management page. The following

window will appear:
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Import Site ~

Click or drag and drop file here to upload

4 site Template

Cancel

Figure 117: Import Site

2. Click on the Download button to get a template that will be used to import site information.

Instructions:

1. Fields marked with * are required and cannot be empty.

2. Site Name format: 1lst Level Site/2nd Level Site/.../New Site. Users must enter
the names starting from the 1st Level Site. If the higher level sites do not
exist, they will be created auteomatically. If no higher level site name is
entered, this site name will be used by default to fill in missing site names.

3. Site Name maximum character limit is 64 characters.

4. Site Description maximum character limit is 256 characters.

#Site Name Description

=1 T G e L2 D e

Figure 118: Site Template

GDMS User Guide Page | 126
Version 1.0.6.10

p



GRANDSTREAM

CONNECTING THE WORLD

Table 26: Site Template Options

Site Name Enter the name of the site. If the site is the child of another site, users must enter the entire

path (e.g. top-level site/second level site/third level site/...new site name).

Description Enter the descriptions of the site.

3. Once the template is filled out, drag, and drop the file to the upload window or select the file from your

PC. Click on the Import button to confirm the import.

4. When the Excel file is imported into the GDMS platform successfully, the GDMS platform will prompt
the execution result. If there is data that failed to be imported, the user could export the failed data and

re-edit the Excel file.
Note:
If an imported site has the same name as another site on the specified level, the import will fail.

Edit Site

Users could edit the information of the site on GDMS platform.

/_:\I
1. Click on the Wz button next to the desired site.

China Office @ @

2. Edit the desired fields and click on the Save button to finalize changes.
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Edit Site X
* Name Grandstream
Parent Site
Description | Level1
“

Figure 119: Edit Site

Delete Site

To remove a site from GDMS, click on the . button next to the desired site.

Note:

If the selected site has devices assigned to it, the site cannot be deleted unless the devices are assigned

to another site beforehand.

View Devices

To view all the devices under a specific site, click on the desired site in the Site Management list.

&) sDms A2 cranddsiveam -
CHN3ZTO

defauit {Z25)
supgart offics (4 MAL Address Cevice Mame sadel ALCount Sans
Sales alfice {10

* [0:08:82E9.854C GXY33T0 GEVIZTO
sSnaL_EeSEY {0
Cec3 ity & DOEELL: AL GavEL G
ryan (1)
ExEIT * 00.0E.32E207 B0 CHVEITD GEIETD
1A )
FZ Office (0) o a 10/pog
A Office {15
China Cfice (0]
SZ Olfice (1)
yihuo_slee {10]

Figure 120: View Devices
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Transfer Site

Users can select devices in a site and move them to another site by clicking on the Move button.

Move x

* Site

Figure 121: Transfer Site

Clicking on the Save button will finalize the move to the specified site.
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TASK MANAGEMENT

The Task Management page displays all queued and completed tasks in GDMS such as configuration

pushes, firmware upgrades, reboots, and factory resets. Users can add, edit, and delete tasks from this

page.
Add Task

To add a task to GDMS, click on the Add Task button.

&) coms & randuream

Tack - Add Task

Tk Time @ Immediace scheduled Repeating

Hun Gence @ Select e Eriber MAL Addrss
Ll Seicred Dovize
+| MaC address Device Mame M MAC Address Dees Mame M|

0008529437 3 C0IBE23AET2C cuvzaT
COT4ADD DB CAPIGT4
CO7AADIS TSRO — CRP2R1A
COT4ADASD4A2 CAPIETE
Clr £ AL B — GHPIR1S
COTAADISCAC - cAP2E1E
000882 ChRCCD LO-GER LA LETLD

Figure 122: Add Task

Table 27: Add Task

Task Name Enter the name of the task.

Task Type o Immediate: The task will be run immediately. If the task is not run after 5
minutes, GDMS will automatically close it.

e Scheduled: Schedule the task to run at a specified time. The task will end
at the specified end time, even if there are still devices queued up to run the
task.

o Repeating: Users could reserve the recurring tasks such as daily, weekly,

monthly, Nth week of each month, and perform a certain task.

Task Contents e Reboot Device: VOIP device and UCM device.
o Factory Reset: VOIP device only.
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e Upgrade Firmware: Users will need to select the device model and firmware
version to upgrade to. VOIP device and UCM device.

o Update Config: Model: Select the model template that will be used for the
configuration update push. VOIP device only.

o Update Config: Group: Select the group template that will be used for the
configuration update push. VOIP device only.

Upgrade Method This option is available only when Upgrade Firmware is selected as the Task Type.

o Sequential Upgrade: Devices are upgraded one by one in a sequence.
Recommended to minimize network traffic.

e Concurrent Upgrade: All devices are upgraded simultaneously. This option
may cause heavy network traffic. To ensure the network quality, the user can
also limit the maximum number of concurrent devices, such as upgrading 10

devices at the same time.

Upgrade Method @ ConcurrentUpgrade | 10 device(s) Seguential Upgrade
Version This option is available only when Firmware Upgrade is selected as the Task Type.
Requirement Devices will be upgraded only if they meet certain requirements:

e All: Upgrade all devices regardless of their current firmware version.

o Specific Firmware Version: Upgrade devices on the specified firmware
version.

o Firmware Version Range: For the selected devices, only the devices in a
specified firmware version range (Lowest firmware version < x < Highest

firmware version) will be upgraded.

Execution Device Select the devices to run this task for. Users can search for devices by their model,

assigned site, or MAC address.

Click on the Save button to finalize the task creation. Users can view this task in the Task Management

list.
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Task Narne Task Type Task Time Creator Status Run Tirme Operation
Immediate Task Upgrade Firmware Immediate w123 2019003725 07:06 @
1n Reboot Dewvice 2009/03/20 12:00 - 201970321 12:00 w123 — @
Immediate Task Update Config: Madel Immediate yrxu123 — @®
Immediate Task Update Config: CFG Immediate yrxu123 — @®
Immediate Task Update Config: CFG Immediate yrau123 e — (0]
Immediate lask Upgrade Firmware Immeadiate yrEu123 LICCEss 2019/0221 0314 @
222 Reboot Device Immediate U123 20M9/02/19 02:51 G)
222 Upgrade Firmwars 2019/0241917:00 ~ 20190220 17:00 AL 20M19/02/1917:00 @
Figure 123: Task Management List
Notes:

o |f there are multiple tasks for 1 device, they will be queued up to run in order of their configured

start time.

e If a device is offline, pending tasks associated with the device will be run the next time the device

is offline.

o Certain tasks and device setting changes can cause a device to reboot.

e Firmware upgrade tasks may require more time to run due to the size of some firmware files.

o The latest configuration files or firmware will be generated for each cycle of the recurring tasks, and

the system will collect all devices of this specific model, then execute the corresponding task.
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View Task Status

Users can see the status of all completed and pending tasks by looking at the Status column.

&) Gbms & crandsmeam -
=
Al Stans All Task Type All Types Filrar
Task Hame Task Tyge Task Time Creator Stams Run Time Cptizns
Rebioar Ceice Imrediate (20181811 16:04) itk [o]
- Rrhnar Deace Imrrediate (OO TEO4) EEL - [6]
Upgrade Firmware Imrrediara (20151011 16.04) yHRU @
DO BAEE A Reboal Ueace FOTWRTT 14 12459 e FUTHUNTT 1415 O
e Upgrade Firmware Imrrediate (201%10/10 17.4%) pEET 20191101749 @
Upgrate Fitimare Iinrediale (20191810 17-40) iy E 190 1740 [o)
&2 upgrade cyck 11 Upgrads Tirmware 20114 14 53 - 201310004 1553 wERU1ES scheduled == o ONEARC]
2 st Factory Resec 21 I00E 10042 ~ 20131 0/02 11:42 yusulZs Stheduled @ E’] [Ed :5'_|
i3 fest Factory Reses FOTNARIS WFAZ = VHIAIS 11747 yrxu1Fa - 6]
= Reboot Device Imrrediate (201909/24 18.15) yRRU1Z3 Sloess 0190NIL 1815 @
Toral 1188 < 3 - R 1inags
Figure 124: View Task Status
Table 28: Task Status Description
Pending The task has not been executed yet.
Executing The task is currently in progress.
Success The task has completed successfully.
Failed The task has failed.
Canceled The task was cancelled.
Timeout The task was not executed when it arrives the ending time.
Ended The task was ended before it could be completed. Some of the involved devices may not

have run the task before it ended.

0]

To view more details about a task, click on the button for the desired task. Users can view the task

status of each device involved.
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Task Type Factory Reset

Failed 0 / Total 1

MAC Address

00:0B:82:D0:44:C0 GXV3370 GXV3370

Task Details

Task Time Immediate Task

All Results

Device Mame Model Device Status

Run Time

2018/12/27 15:57

Run Result

Total 1 1] 10/page
Figure 125: Task Status
Table 29: Task Status Detailed Description
Pending The task has not been run yet.
Executed
Executing The task is currently ongoing.
Success The task has been completed successfully.
Failed The task has failed. A failure reason will be shown.
Timeout The task has been sent to the device, but the device has not responded yet.
Success The task has been completed successfully for this device, but it was completed later than
(Timeout) the specified time.
Canceled The task has been canceled before the starting time.
Ended The task was ended before it could be completed. Some of the involved devices may not

have run the task before it ended.

Users could re-create tasks for the executed failed devices, or all devices. If the user re-creates tasks for

some certain devices, all attributes of the task and all executed devices information will be logged on the

“Re-create Task” page.

Y S
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Start Scheduled Tasks

Users can start pending scheduled tasks immediately by clicking on the @ button.

Cancel Pending Tasks

®

Cancelled. To run the task again after it is completed, click on Task Details > Run Again for the desired

To cancel a pending task, click on the button for the desired task. The task status will be changed to

task.

If the task is a recurring task, users could select whether to cancel the entire recurring task or just cancel

the single task.

End Task

To stop a running task, click on the @ button to immediately end it.

If the device has already executed the task (e.g. Reboot Device), the device will finish the task; if the device

does not start to execute the task, the device will not execute the task anymore.

Search Task

Users can search for specific tasks by using the search bar and filters at the top-right of the top right corner

of the Task Management page.
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Al Sratus Al Task Type I Types Fllter -~
Task Hame Task Type Task Tane & Creator Sttt Reuan Tirme: Options &
£ Rezoar Device 2019011430 20:11 = 2019711430 2211 waxu133 Schedued [o A O]

£ tariary reser.. Factary Resar SO19A0ATT 12419 - 20190001 1318 w12 Sehedubad - Do

3 upgrade oy lel 111 Upgrade Firrmare 90T 1350 - 2019011 1450 seftusang Sehechuber ) (O CH O]

2 oplezs Ressaat Device ST TS - 20THOEY 2 yrau1Ed Imec - @

3 opele Reseat Device 2019082 1823 - 2010829 1525 i Succes 207HUED 1854 @

cehsi Upgrade Firmware 2019/08/25 05.00 ~ 201 9/0E31 07.59 een] ongeing 207150829 0E.00 o ®

£ TASK Rezaat Device 2019/08/28 1913 ~ 20190828 2113 123 @

5 oydle Renaot Device 2019/08/26 18:23 - 201 9/08/28 19:23 sl Failed o

5 opcleds Renaor Device 2019/00/2E 1417 - 2019008428 16:17 w133 @

237 Uipgrade Firrmweare FOT9MEE DAO0 - 201908431 0759 ol Ongring = o O]

Total 1140 u 27 2 [ 4] [ [1na] |5 10ipege

Figure 126: Search Task

Delete Task

Users can delete tasks at any time. Select one or more tasks and click on the Delete button at the top of

the page to delete them.
Note:

When deleting ongoing tasks, GDMS will automatically suspend and delete them. Any changes made

before the task was suspended cannot be undone.
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DEVICE DIAGNOSTICS

Device Diagnostics allows users to check devices on GDMS for issues, view device information, obtain

network captures and syslog, and conduct traceroutes.
Note:

Support to diagnose VoIP devices and UCM devices.

Start Diagnostics

To start diagnosing a device, users can do one of the following:

1.  Enter the device’s MAC address and click on the Start Diagnostics button.

2. Click on the button for the desired device in the list to diagnose the device.

@ GDMS f ‘Grandsresm -

Diagnostics

= [Hagnostcs

& Dagnoses Acnily

Time AT Address Reace Mame: Mool user JNagnnEnr Shats Dpiiors

2C1W1AT .23 # 00.0832.94, 31 2C IDOREZAARMZC CHNIITD e ® o
2019/10/28 18:06 # 00:08:32:E5:8C.CD 20:0B:BZEESCCD DF750 yHEU Completed B O
FNER IR FREE & PO ROCT L HIH S B [ ) compheted [ 0]
l 1 ]
Figure 127: Device Diagnostics
To view the diagnostic details of a device, click on the @ button for the desired device.
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Diagnuarics -~ Diagnostic Details
Devis Name: — MAC Aggiress:  DFORAZFI0RDE
“ Public 15~ 182 168 126,251 Friveme P, 192.168.126.251 @
Wosel  GRVI3TR Ueeice Category Vides Device
Fing/Traceroute Syslog ‘Capure Trace

peration {from desicel | Ping

* Target Host 19216E.126.1

201908501198

-~ 192.163,126.1 ping Stacistics —

10 packets ransmiteed, 10 received, 0.0% packet loss,
ricminfavg/mar = 14248 ms

Figure 128: View Diagnostics Details
Notes:

e If the device is offline, users cannot diagnose this device on GDMS platform.
o Devices that are currently being diagnosed by a user cannot be diagnosed by other users.

View Device Details

Click on the ® button on the right of the Device Diagnostics page to view information about the device.
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Dewvice Details

System Infarmation Account Ssatus

LastRestart Tine 201990829 18:58 (Rebaat via GOMS)

Hardware Version GXV3370V1.3A

Scftware Verslon  20.19.8.1

MaAC Address  00:0B-82.E2.08.DB

3/M 20NFDCR|72Z20808

= IPv4

Actadress Tyge Static

Figure 129: View Device Details
Ping/Traceroute

Clicking on the Ping/Traceroute tab in the Device Diagnostics page will show the following:

Ping/Traceroute Syslog Capture Trace

* Operation (from device) Ping -

* Target Host 192.168.126.1

2019/08/3011:18

--- 192.168.126.1 ping statistics ---

10 packets transmitted, 10 received, 0.0% packet loss,
rtt min/avg/max = 1/2/8 ms

Figure 130: Ping/Traceroute

Table 30: Ping/Traceroute Options

Operation ¢ Ping: Checks the connection status and speed between the device and the target

Method host. Results include packet loss information, maximum/minimum data packets size,
and the round-trip time of the packets.

e Traceroute: Displays the route and transit delays of packets from the device to the

target host. Up to 30 hops can be monitored.
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Target Enter the IP address or hostname of the target host.
Host

Users could click on “Start” button, wait for the GDMS system to diagnose the device, and the GDMS
platform will print out the diagnostics results.

Each operation prints the diagnostics result once, and users could operate the diagnostics for multiple times.

Note: To avoid cancelling the ping/traceroute, do not leave the Ping/Traceroute page.

Syslog

The Syslog tool allows users to capture logs from a device.

1. To start a capture, click on the Start button on the Syslog page. At any time during the capture, users
canclick onthe " button to download the syslog.

2. Clicking on the End button will stop the capture, and the syslog will be saved to GDMS.

3. Users can access these saved logs at any time.

Notes:

¢ An ongoing syslog capture will end automatically after 7 days.

Ping/Tiaceronls Syslog Caplurs Trace

=Capture Log
= &
«Device lops
Creatlon Time Flie Narme Flle Slze Optlons
2079TEE0 1119 DNEEZE20E0E_ 20159053011 1541. 20 - +

20190830 1107 O0JESZE20E08_20190830111731.21p 22,008 3

Figure 131: Syslog

e For UCM devices, syslog download function is temporarily not available.
Capture Trace

Users can get Capture Trace tool allows users to get a network packet capture of a device.

1. Click on the Start button to start the packet capture.
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2. Click on the Stop button to end the packet capture.

3. Clickonthe " button to download the capture file.

Notes:
e GDMS can only capture up to 5 minutes. An ongoing capture will end automatically after 5 minutes.

e Some models do not support to capture the trace file remotely.

Fing/Traceroute Syslog Caprure Trace

= Capture Trace

Memwork captures cannot be konger than 5 minues. The captwre will stop sutomatcally upon exceading this limic.

@ Device Trace Hles

Creation Time File Wame File size Options
201908730 11220 20TH0EI00I2013 tar — Faled

Figure 132: Capture Trace
Network Diagnostics

Users can perform network diagnostics on a specific device, including local network status, network packets

loss rate and latency, uplink/downlink network rates, etc.

1. Click “Start Diagnostic” button to start network diagnosis.
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Device Narme.  ODOBSZIABF2C WAL Address.  00:0B:B2948F.2C
Bubhc B 152168.186.174 Privare 1P 192 168126114

Al TN Device ry. Wideo Device
@ Devee Desalls Mol GRVIATO 5

PingTracerouce Syslog Capuure Trace Matwork Dig SysIem SEs
STUMAURED LG 20 wnawy
DRl 7477
SEORAKET  COMRECTED BEI0
DaRaN 109627
SEQPACKET  CORMECTED 70
arrors:l gropped 0 averruna:0 carrier:ll
zuelen:
55 TH bytes: I976955
ethl Link heraet  Hiaddr 0O 12e
inet addr: 192 155.126. 114 Boast:-192. 166, 126. 255 Nask:255. 255.255.0
UP DRMADCAS] 148 WILTI NTU- 1500 M

Bl wrrirat D dromoed 2 sverrues 0 Frame:l
7 errors:0 crogosd:0 overrunz:0 sarrier:0
isi squzuelen: 1000

R byt $E1RAT TH hytass TOBATR 1

Kerre! 1P routing table
Dostination B loway
152168 126,00+

Flags Metsia Ral Use | Fae
EA 0 [ a 1 etk

# Pachat loss ¢ dulay
10 packets transmittec 7 received. 1008 packet loss,
rtt nin‘mginar - 230/254/305 ms

¥ Betwork Uplink Speed

1. TIMBSS

¥ Betwork Downlink Speed |:|
1. (5MRS

# Feedback English (GMT} Caardinared Uniy

Figure 133: Network Diagnostics
System Status

Users can view the system status of a specific device through GDMS platform to diagnose the device

problems, including storage space, CPU, memory information, etc.

1. Click “Start to Get” button to get the system status from the device in real time.
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Diagrosdcs - Diagnostc Details

Device Narme:  ODOBAZIARF2C
PublicIP. 132.168.126.114

(D Device Deails Model  GRYEEA Device Caregary:  Video Device

5 00:08:B29A8F.2C

192168126074

Ping/Traceroure Syslog Caprure Trace Nerwark Diagrostics SySrer Srans

2020/08/27 06:15

Filosyslen 1K bloaks laoe Awailable Use's Mosted an
Ihe storage is heathly

# P
User 104 System 20% (OM ON. RO 0%
User 3 = Nioe 0 + Sys 6 = Idle 20 + |ON O = 200 + SIRD O = 29

# Nemory

tota used free shared buffers
Yan® MITARIIBEE  IBAR0A5ATY  22E4BA14 2420878 59195092
=+ buffers/cache! IFETBI0BL ZEASETE03
Swap: 1037262845 19524640 1017438205

# feedback Enghsh {GMT} Coordinated Unm

Figure 134: System Status
End Diagnostics

Click on the End Capture button on the Device Diagnostics page to end diagnostics for the device. All

diagnostic processes will stop.

Note:

Since GDMS does not allow multiple users to diagnose the same device simultaneously, please make sure

that a diagnosis is properly ended by clicking on the End Diagnostics button.

Diagnostics Records

Users can view the entire diagnostic history of all devices associated with the current account.

GDMS User Guide Page | 143
Version 1.0.6.10




GRANDSTREAM

CONNECTING

THE WORLD

Duapnostics

= Diagnostics MAC Address

= Diagnosis Activity

Tima

Z00E30 1107

2019/08/27 09:47

290827 (A2

2090827 13

2019/08/27 0940

20190827 (3R

2019708726 1813

2019/08/26 17.39

®00.0B.8ZE2.08.DE

® 00:0B:B2FAESS2

®O00DBBR2FAESS2

*000BBZIPEDFA

= 00:0BBLFRENFS

& O0ORBITO6E224

*U00BEZEDSZ2A

®00.0BEZ0D3.97.64

Device Name Model

GXV3ZTD

GXP2142

GEP2140

HIB1Z

HT81Z

WPAZD

WFE2D

I764-woB20 WPEZ0
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Yo

yorusub

o

K=t
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Comgiered

i Dlagnasing
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® o

B B @ B ® B C
2 e ¢ e ¢ e

If a device is currently being diagnosed, click on the

button to end it.

Figure 135: Diagnostics Records

If a device has been diagnosed already, click on the

the O button to view the results.

Records page.

®

=

button to continue diagnosing or the

O

button to start another round of diagnosis or

View the diagnostic history of a specific device by using the search bar on top right of the Diagnostic

Users can delete records by selecting one or more items and clicking on the Delete button.
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ALERT MANAGEMENT

GDMS has an alert system that will trigger when certain conditions are fulfilled. There are 3 alert levels:

High, Medium, and Low.
Alert Notification Settings
Users can view and receive alert notifications in two ways: Message Notification and Email Notification.

Message Notification Settings

This displays the alert as a notification under the = icon in the top right corner of the GDMS page.

1. To manage message alert notifications, click on the Message Notification Settings button

|
on the top-right corner of the Alert Management page.

Message Nolification Settings x

Organization Default Organization
Alert Details VolP ucm

Alert Details

@ Account Registration Failed
@ Factory Reset
© Reboot Device

O Task failed to run

Select Task

© Device Offline

Subscriber Grandstream yxxu-sub

Cancel Save

Figure 136: Message Notification Settings
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Table 31: Message Notification Settings
Organization  Select the organization in question.

Alert Details VoIP devices alert and UCM devices alert. Users can click Tab and select the alert

contents, respectively.

Alert Details Users can specify what alerts to receive. The following alert priority levels are available:
High Level:
=  Account Registration Failure
= UCM cloud storage space is insufficient or full.
Medium Level:
=  Factory Reset
=  Task Run Failure (users can specify the tasks they want notifications for)
= Device Offline
=  Device Reboot

Note: Only the UCM devices have UCM Remote Control advanced plans can report the

alert contents and send the alert notifications.

Subscriber Select the users that will be alerted. Only sub-users created by current user can be

selected.

Note:
If a scheduled task fails to run, the alert notification will be sent only to the task creator.

2]
2. When there are unread alerts, and a user subscribed to alerts logs in, the = icon will shake.

Hovering over the icon will show the unread messages. Clicking on these messages will show more details

about the alerts.
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A2 12 System Management yxxu123

Unread Messages Clear All

0 2 devices(s) have been factory
reset

i

0 1 device(s) offline for more than
30 minutes

Figure 137: Unread Message Icon
Email Notification Settings

Alerts will be sent as emails to subscribers.

1. To manage email alert notifications, click on the button on the top-right corner

of the Alert Management page.
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Email Notification Settings X

Organization Default Organization

Alert Details VolP ucm

Alert Details

© Account Registration Failed
) Factory Reset
@) Reboort Device

@ Task failed to run

Select Task

@ Device Offline

Subscriber Grandstrearm yxXU-SUb

Cancel Save

Figure 138: Email Notification Settings

Table 32: Email Notification Settings
Organization  Select the organization in question.

Alert Details VolP devices alert and UCM devices alert. Users can click Tab and select the alert

contents, respectively.
Alert Details Users can specify what alerts to receive. The following alert priority levels are available:
High Level:
= Account Registration Failure

= UCM cloud storage space is insufficient or full.
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Medium Level:
=  Factory Reset
»  Task Run Failure (users can specify the tasks they want notifications for)
. Device Offline
= Device Reboot

Note: Only the UCM devices have UCM Remote Control advanced plans can report the

alert contents and send the alert notifications.

Subscriber Select the users that will be alerted. Only sub-users created by current user can be

selected.
Note:

If a scheduled task fails to run, the alert notification will be sent only to the task creator.

2. When the subscriber receives the alarm notification, the GDMS platform will send an email to inform the
subscriber. In order to avoid the alarm notification emails disturbing the subscriber, the GDMS platform only

can send one alarm notification email to the subscriber’s email box per hour.

) cDMS

Hi, Williamxu

GDMS currently has 2 unread alert(s). Please check your notifications. Click here for details:

Alert Details Alert Type Level Date
Device GXV3370_Test (00-0B:8Z.EIA108) | 1, i-0 Ragistration Failed High 2019/03/25 00-29
registration failed
Device GXV3370_Test (00:0B:82:E9:A1:08) Faclory Reset 2019/03/25 00:28

Factory Reset

This is an automatically generated email. Please do not reply.

About Us | Contact Us

Copyright @ 2019 Grandstream Networks, Inc. All rights reserved.

Figure 139: Email Alert Notification
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SMS Notification Settings

UCM devices which have UCM Remote Connect service plan can use the SMS Notification function. This

function is only supported by some of the UCM Remote Connect plans.

1. To manage email alert notifications, click on the button on the top-right corner of

the Alert Management page.
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SMS Notification Settings X

| »

Only UCM devices with SMS notification function send message notifications.

Organization Default Organization

Alert Details B Alert Details

O Device Offline

m

] @ UCM doud storage space is insufficient or full &

B  © cPU Traffic Control @

= © Disk Usage @

[ /] © Memory Usage @

[ ] @ System Reboot

[ ] @ System Crash

B O Fail2ban Blocking

[ ] O sIP Peer Trunk Status @

B © Network Disk Status @

[ ] @ Remote concurrent calls amount exceeds upper limit

B  © External Disk Status &

[ ] @ SIP Trunk Registration Status =

[ ] @ Configuration Recovery (Backup Restore)

[ ] @ External Disk Usage

Receiving Number | 86 China($E) 18268068418 9 =
62 Indonesia ~ | 5656565645654 [ x]
61 Australia | 13245698766 [ x]

o Add Mumber

Cancel Save

Figure 140: SMS Notification Settings
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Table 33: Notification Settings
Organization  Select the organization in question.

Alert Details Users can specify what alerts to receive. The following alert priority levels are available:
High Level:
= UCM cloud storage space is insufficient or full.
Medium Level:
= UCM Device Offline

Note: Only the UCM devices have UCM Remote Control advanced plans can report the

alert contents and send the alert notifications.

Receiving Enter the phone numbers which will receive the notification message. The phone numbers

Number can be added or deleted.

When the number is entered, the user needs to click “Send Captcha” option and enter

the received verification code to finish adding the receiving number.

2. Click Save button to apply the changes.

View Alert Notification

The Alert Management page shows all alerts that have been generated by GDMS.
Note:

Users can be limited by their privileges on the alerts they can view on the Alert Management page. Please

refer to the User Management section for more details.
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&) GoMs @ Panssenvice v 4P Grandstream
i i All Organizatians All Devices All Types All Levels Filter ~
rt Details
UCM Device { C0:74:AD:18:47:72 ) UCM external disk { USB2 ) has been recovered External Disk Siatus High 2021701114 11:44 0B
UCM Device { C0:74:AD:18.:47.72 ) UCM external disk [ USB2 ) has been recovered External Disk Status High 2021/01/14 11:43 [0l
UCM Device | C0:74.AD 184772 ) Data{space) disk usage rs 80.00%, and it has been recovere, Disk Usage High 2021/01/14 11:42 (0|
@ED UCM Device ( 00-74:AD 18:47-72 ) Data(space) disk usage has reached 80 00% Disk Usage High 2021/01/14 11:41 (O]
B Device rrerer { CO74AD-22:4D:32 ) factory reset Factory Reset Medium 2021/01/1411:20 ol
ER Device(s)  CO-74-AD-22-C3-64 ) offline aver 30 minutes Device Offiine Medium 2021/01/1404:10 QB
EER Device(s) { C0-74-AD-1C:86:60 ) offiine over 30 minutes Device Offilne Medium 2021/01/1404:10 ol &)
EED Device(s) { CO 74:AD 14 FAE4 ) offiine over 30 minutes Device Offine Medium 2021/011404:10 @&
EEB Device(s) { 00:08:82-D&:9E:9C ) offline over 30 minutes Device Offline Medium 2021/01/14.04:10 @ &
EER Device(s) | CO-74:AD:0E:87:13 ) offline over 30 minutes Device Offine Medium 2021/01/14 04:10 (ol ]

ERLered  English -~ (GMT) Coordinated Univ

Figure 141: View Alert Notification

e Search: Users can find specific alerts by using the filter and search features in the top right corner

of the Alert Management page.

¢ Latest alarm notification: If the alarm notification includes a red dot at the beginning of the item,

it means the alarm notification is an unread notification. Users could click on the button

Mark All as Read
to mark all unread notifications as “Read”.

0]

notification details, and the red dot will disappear if the user has viewed the alert notification details.

e View Details: Users could click on the button following the alert notification to view the alert

o Device Diagnostics: For the device which has a fault, the user could click on the option El to

access the Device Diagnostics page to diagnose the device.

o Delete Alerts: Users can delete notifications by selecting one or more items and clicking on the

Delete button.
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RESOURCE MANAGEMENT

Firmware Management
Custom Firmware
Users could upload the firmware of the devices to upgrade the associated devices on the GDMS platform.

Note:

It is recommended to download the device’s firmware from Grandstream Official website in order to avoid

devices failure.
1. On the Custom Firmware page, click on the Upload Firmware button.

2. Either drag and drop the firmware file to the upload area or enter the firmware file path.

&) coms B Grandsiream

mware - Upload Firmware

vad Method @ Upload File File Path

[ 4

Click or drag and drop fike here o upload

Resource

Firmware

 Feedback IR (GMT) Coordinated Univ

Figure 142: Custom Firmware

Table 34: Custom Firmware

Upgrade Path ¢ Upload File: Upload the firmware file directly. Users could drag the firmware
file to the uploading area or click on the uploading area to select the

uploading firmware.

o Enter File Path: File path of the firmware. Please make sure that this file
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path can be accessed by your devices.
Firmware Name This is used to identify the firmware file name. The limit is 1 - 64 characters.
Version Number Fill in the actual version number of the uploaded firmware.
Supported Model Select the supported device models of the firmware.

Description Description of the firmware. Maximum character limit is 256.

3. Once the firmware is uploaded successfully, it will appear in the custom firmware list. Devices

will be able to select the firmware when upgrading via GDMS.

) cbmMs B8  Grandstream -
Frmare
official Firmware

Default Organization
All Models
escription ik
tesz tests op750 201902120255 = 0 APE &L
test test Gxva14n 2019/02/1209:34 - 0 ApE &
DP75X.0.30.8.4 03084 DP7S2 2019/01/30 07:53 - 0 P E S
DP75X_0_30.8 3 03083 DP7S2 2019/01/3007:52 - 0 A E S
03082 03082 DP750 2019/021307:35 - L] P E X
03081 03081 D750 2019/01/3006:40 0 AL
DP75%_0_30_8_1 03081 DP7S2 2019/01/30 0618 0 P E L
it DP75X.0.30.8.2 03082 op7s2 2019/01/30 0603 = 0 P E &
Firmware
08136 08136 DP750 2019/01/3002:40 — 0 A E &
08135 08135 DF750 2019/01/30 0222 - [} A E L
¢ ¢ ]
Englisn (GMT) Coordinated Univ

Figure 143: Finish Uploading Custom Firmware

Official Firmware

The official firmware page lists the latest official firmware for every supported device. This list is maintained

and updated by Grandstream.
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& Grandstream

Firmware New Version Notification Settings

Custom Firmware

All Models
De P
V337020 00020 GXV3140 2019/01/05 1135 PR
20181207 20181207 GXV3370 2018/12/07 0314 20181207 0 P&
20181217 077112 o750 2019/05/14 06:52 20181217 0 2 &
DP(0.9.7.1) 0971111111111 DP750 2019/05/14 06:27 0971 0 AL
< a

Resource

Firmware

B crosn (GMm Coordinated Univ

Figure 144: Official Firmware

Note:

Official firmware cannot be edited or deleted, and users can only download or push the firmware to upgrade
the devices.

Firmware Update Notification Settings

Users can subscribe to firmware update email notifications to keep up to date with the latest firmware

releases.

1. Click on the New Version Notification Settings button at the top of the Firmware page. The following

window will appear:
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New Version Notification Settings x
If a new firmware version is available on GDMS, please send an email to the following address:

B Model
DP720
DP750
GRP2612
GRP2614
GXP1780

GXP2135
GXP2170
GXV3370
GXV3380
HT801
WP820

Cancel m

Figure 145: Firmware Update Notification Settings
2. Users can select the device models they want firmware update notifications for.

3. Click on the Save button to finalize changes.
Push to Upgrade Firmware

Users could push the upgraded firmware to the devices directly, or the devices in a range of firmware

versions.
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1. Click on the ﬁ button for the desired firmware. The following window will appear:

Run Device @ Selectdevice Enter MAC Address

~ | MAC Address Device Name

00:08:82:F5:52:84 GRP2614

Total 1 n

Cancel

Push Firmware Update X

Selected Device:

Model MAC Address Device Name Model

GRP2614

10/page

Update Now Schedule Firmware Upgrade

Figure 146: Push to Upgrade Firmware

2. Select the devices to push the firmware to. Users can search for specific devices by entering in

a MAC address or name or filter devices by specific sites.

3. Click on Update Now to immediately push the firmware upgrade to devices or Schedule Config

Update.

4. Click on the Save button to create the task. Users can check the status of the firmware upgrade

in the Task Management page.

Edit Firmware

Users could edit the firmware name, firmware version, and other information on GDMS platform. Users

7]
could also re-upload the firmware into GDMS platform. Click on the button r—' to access to the firmware

editing page.

Note:

If the firmware file is changed, existing scheduled tasks involving that firmware will still use the original file,

not the newly uploaded file.

Y S
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Download Firmware

Users can download firmware on GDMS by clicking on the L button.

Note:

If a firmware on GDMS is using a configured file path, that path will be used when downloading it.
Delete Firmware

Users can delete firmware by selecting them in the firmware list and clicking on the Delete button in the

top-left corner of the list.

Note:

If a firmware is deleted, scheduled tasks associated with it will continue as normal anyway. Once all

associated scheduled tasks are completed, the firmware file will automatically be removed from GDMS.

Other Resources Management

Users can upload the resource files (such as ringtone files, wallpapers, language packs, etc.) to GDMS

platform, so that users can configure or assign the resource files to devices at any time.
Upload Resource

1. On Resource Management > Other Resources page, click on the resource files uploading button.

2. Users can drag or click to upload ringtone files, pictures, language packs, and other files, as the figure

shows below:
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Add Files
Click or drag and drop fle here to upload

File Name

FleType  Ring

Figure 147: Custom Firmware

Table 35: Custom Firmware

File Users could drag the file to the uploading area or click on the uploading area to select
the file.

Supported file format: gsrt/flac/gsm/ogg/wav/mp3/jpg/png/txt. If the user selects the
file type as “Other”, the GDMS platform will not restrict the file format.

File size limit: Bin file/Ringtone — 128KB; Picture/Language pack — 500KB; Other —

5MB.

File Name This is used to identify the file name. The limitis 1 - 64 characters.

File Type This is used to identify the file type, such as ringtone, picture, language pack, and
Others.

3. Click “OK” button to save the file to the GDMS server.
Notes:

o When the resource file is uploaded to the GDMS server, users can configure the resource file for

device on “Set Parameters” page.

¢ Only some specific models support to configure custom ringtones and language packs, and the

supported file sizes are different.
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View Resource List
Users can view all resources on Resource List under the enterprise, including the uploaded resources.
1. Users can go to Resource Management > Other Resources to view the resources list.

2. Users can also search the resources by resource type or file name on resources list.

B Grandstream

Other resources m

All Types

File Name File Type F = Updated Time e Url ption:
Ring-nz Ring 486.12KB 2019121160932 nitp:/hwww gdms cloudiapi/config/resources/download/s1d6{Sdes5c24149afas8an0 O &= @
RiNg-USA Ring 64.00KB 201912160933 et/ eww 20ms cloud/apifconfigiesourcesidownload/1 Safifa3ocddagizeocoessn. ) & [ B
Ring-s2 Ring 64 00KB 201912160933 et 20ms cloud/api/configiesourcesidownload/a7aen 7550n5a0p6a21393¢f . ) & [ B
Test Ring 349 56KB 2019121160933 etp s g cloudiapiiconfig/resourcesidownload/Tasssseaaa7os0sas10. ) & [ B
Test2 Ring 64.00KB 2019/12/16 09.33 nitp:/mwww gdms cloud/api/canfig/resources/download/269e902d089741afacc25185 [ [ A A |
Ring-test Ring 64.00KB 2019/12/16 0933 hitp:/Awww gdms. cloud/api/canfig/resources/download/39d5f9b2 788441 1bb21absb. [ [ O o 1 |
Language Pack 345.39KB 201312/16 03:34 htp:{fwww. gems. cloud/apifcanfig/ 19071, 7az24l [/ AN A}
Pictre 349.56KB 2019/12/16 09:34 hup:ifwww. gdims. cloud/apifc 7: 2idpteezent.. Oy & [ @
CRP-English Language Pack 13.43K8 2019/12/16 0334 hotp:d v gdms cloud/api/canfigiresourcesidownload/c64595%atofc1aadci3620z.. ) &, (4 @
GVC-Chinese Language Pack 13 58KB 2019/12/1609:35 hatp:ieww. gdms. cloudrapi/config/resources/download/221603692ecadi3580cceadel.. ) & (4 &

Other resources

B cosn o coordnaeauns

Figure 148: Other Resources

Copy File URL

g

1. On Resource Management - Other Resources page, click the button following the resource

file to copy the resource URL.

2. Copy the file URL and paste it to another file download path.

Download Resource

1. On Resource Management > Other Resources page, click the button ~— following the resource

file to download the resource.

2. Download the resource file locally.
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Modify Resource

7
1. On Resource Management - Other Resources page, click the button r—l following the resource

file to modify the resource.
2. Users can modify the file and file name.
Note:

If the user wants to re-upload the resource file, the device using this file URL may download and use the

new resource file.

Delete Resource

il

1. On Resource Management - Other Resources page, click the button ] following the resource

file to delete the resource. Users can also select multiple resource files and click the Delete button on the

top of the page to batch delete the resource files.
2. When the user confirms to delete the resource file, the selected file will be deleted from GDMS platform.
Note:

When the file is deleted from GDMS platform, the device using this file URL still can use the downloaded

resource file in the device locally.

View Storage Space

All resource files are stored in the enterprise's storage space. This interface shows the storage space

occupied and the total storage space:

1. On"Resource Management“ - "Storage Space” interface, go to Storage Space statistics page. This

interface shows the storage space taken up by the custom firmware and the other resource files.
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&) coMms © Planaservice ~ @ Grandsream ~

Storage Space

© Storage space

Cloud storage space s used to store custamized firmware and other resource files such as ringing tones, contacts book, language packs, etc

You have used 75 50% storage space

Your storage

7.92GB/0.4scs

Firmware (used 7.9168)

Other Resources (used 5 538)

- Storage Space

[ERRILLad Enghsh - (GMT) Coordinated Univ

Figure 149: View Storage Space

A

storage space to get more available storage space.

If the current storage space is less than 10% or full, the user can upgrade the plan or clean up the
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CHANNEL MANAGEMENT

Channel customers and service providers can obtain a list of purchased devices from Grandstream ERP.

This list will allow the channel customer or service provider to:

1. Quickly assign devices to sub-channel customers. These customers will then be able to log into

GDMS to manage the devices.

2. Manage devices directly for customers.

Note:

Channel customers and service providers will need to contact Grandstream support to associate their
GDMS account with an ERP account.

Superior Channel Binding Address

If a superior channel wants to assign devices to the user, the superior channel needs to add the user’s

GDMS account as subordinate channel.
The user needs to copy and send the binding address to the superior channel.

1. Click on the link at the top of the Channel page “View my binding channel address”, as the figure

shows below:

Track Device Subchannel

View my binding channel address

Figure 150: View My Binding Channel Address

2. View my superior channel binding address, users could reset/copy the binding address.
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Superior Channel Binding Address X

This binding address can be sent to a higher-level channel for
management.

hrep:fwww gdms cloud/bind?sn=xyGyGU

Reset Address

Figure 151: Superior Channel Binding Address

e Copy: Click to copy the link address to the clipboard.

e Reset Address: Generate another address. The previous link will be invalid.

Add Sub-channel

Users can add sub-channels’ GDMS accounts at any time. Once added, the user can assign devices to the

sub-channels. To properly add a sub-channel:
Obtain the bind address from sub-channels to add their GDMS accounts.

1. On the Channel Management page, click on the Add Sub-channel button. The following window will
appear:

Add Subchannel X

* Link Address

Remarks

Cancel Save

Figure 152: Link Address

2. Enter the provided bind address from the sub-channel into the Link Address field.
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3. Add a description or comment for this sub-channel.
4. Click on the Save button to finalize changes.
5. Once the sub-channel is added, users can now assign devices to it via the Trace Devices tab.
Notes:
e Each user could be the subordinate channel customer for multiple GDMS users.
e Each user could be the superior channel distributor for multiple GDMS users.

e Users could only add subordinate channel customers which are in the same region (If the user is
in the region of United State, the user could only add the enterprises in the United State region as

the subordinate channel customers).

Edit Subordinate Channel Customer

After adding a sub-channel, users can only edit the Remarks field for it. To edit it, click on the rﬁ button

for the desired sub-channel.

Edit Channel X

Company Name

Remarks | jhzhao company

Assigned Device Number

Add Time

Figure 153: Add Remarks

Delete Subordinate Channel Customer

To remove sub-channels from GDMS, select the desired sub-channels and click on the Disassociate button.

Devices can no longer be assigned to this sub-channel.
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Disassociate the 1 selected company/companies

Figure 154: Disassociate Sub-channel

Track Device
View Device

To view all devices assigned to the account, click on the Track Device tab.

& Grandstream
hannel Assigr 1o Subardinats Ehannel Impues and Coafigues e Device
subchanne!
Sync fom ERP Upgrade Sramare A Models Fegrn All Filcer ~~
ML . mcidsl nign Irnpin ke T Slaluy Azt Tire 3 Hube hanre Dapeians &
OO AP A [ FAE Drder OB 18T - - pragr
074 ADCTECFS QP65 ERP Orger MW IWNEZ 1903 =5 T ﬂﬂo @
COT4ADLTFEAF GHP1625 ERP Order 219122 1803 2% P&
O AT YR GRS FHE Drder FOTIUNIT 15113 - - B &
074 ADCTIZAC QP65 ERP Orger IMWINZZ 1903 g e e @
C074:ADC772AD GHP1625 CRP Order 2192 1900 2?3 E&
Sl 0 AT GRS FitP faror PRI 1503 - - 5 &
% Channal
C074ADLC7 7290 GHPTI62S ERP Orger INWIWNIZ 1903 = = 2’.\9 @
COTHADLTIZEN G625 AP Diten 0191122 18:03 B &
074 AT A? GRS EAP Drsor BN 1503 - - pragr
Tutal 005 B s - > 10pae
English {GMT+08.00] Beling, Ch

Figure 155: Track Device

Table 36: Track Device

MAC Address The MAC address of the device.
Device Model The model of the device.

Resource Where the device originated from. Currently there are two values:
o ERP Order — The device’s data was synchronized from Grandstream ERP.

e Main Channel — The device was added by the main channel.
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Warehousing The date/time the device was assigned to the account.
Time
Status Allocated: The device has been assigned to a sub-channel and cannot be assigned

to other sub-channels.

Unallocated: The device is not allocated to any sub-channel yet.

Outgoing Time The date/time the device was assigned to a sub-channel. The company name of the

sub-channel will also be displayed.

Users can search for specific devices by using the filter and search options in the top-right of the Channel

Management page.
Note:

Users cannot directly upgrade the firmware or update the configuration file of the devices from this list.

Please refer to Configure Device section.
Device Assignment Notification

L2

When devices are assigned to an account, the  ~ icon will show a notification. Clicking on the

notification will show the list of assigned devices.
Device Assignment

For the devices which have been sold to the subordinate channel customer, the user could allocate the
devices to them. The subordinate channel customer could log in the GDMS platform to view and manage

the devices.
The user could allocate a single device or allocate a batch of devices:

Assign a Single Device:

1. Click on the ” button for the desired device. The following window will appear:
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Assign to Subordinate Channel X

* Channel

Cancel Save

Figure 156: Assign Single Device to Subordinate Channel

2. Select the sub-channel to assign the device to.
Assign Multiple Devices:
1. Click on the Device Operation button at the top-right of the Channel Management page.

2. Click on Assign to Subordinate Channel on Track Device page. The user will be redirected to the

batch device assignment page.

Channel nare Channel Irnport and Configure e Device
St hanned Tratk D e
Syne from ERP | | : Upgrade Firmwane ] All Models From Al Filtes
MAL Address Mode! Origin Imported Time = Status = Assigned Time = Subchznnel Opdons ]
UOLOH: SR B3 GEPIEI0 Eft Order ELERERERERT = — B @
UO.DBBLIB.55.88 CEMEI0 ERF Order 2019085 1HOT — — & B
10.0B.82.FB.53.8C GXPIEI0 ERF Order 2019/08415 19.07 o = P
10:0B:82.FB.53:6A GXPIEI0 ERF Order 2019/08415 19:.07 prar
00:08:82-FB:55:68 GXPIE10 ERF Order 2019/08/15 19:07 B B
00-0N-A2-FI-53-R3 GXP1E10 [RP Order 290815 1907 — — “b [
MrOR-RFR-53 RS GXP16I0 FRE Order 22U 1907 — — !b @
OB R B3 GRFIE10 Efef Order 20190815 1907 =1 — B @
UODBBLIB55:8 CEMEI0 EitF Order 20MW0BN 5 THOT - - & B
10.0B.82.FB.53.85 GHEPIEI0 ERF Order 2019/0815 19.07 - - o B
Tatal 48714 IR - T Upage

Figure 157: Device Operation Options

3. The user will be directed to the batch devices allocating page:
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Channel Managemen: | Assign Lo Subordinale Channel
* Channal
Feerurion Device @ Designared Device Frrer AT
select Device
All Modals All Origins seleriad Device
MAC Model Orgin MAC hodel Crigin
UO:DB:BZENERAS Higd2 R Order
00:0B:82:E0:EB-49 HTBI2 ER® Order
0-DR-32-FO-ER-AFE HTRO2 FR® Order
00.0B.82.00.25.03 GD53705 ERF Order
00:08:82:F0-EC:F3 HTBO2 ER® Order
OB R ER3E HIBxR ERF Order
00.0B.82.E0.EC.F5 HTBI2 ER® Order
O0-0R-A%-FO-FA-3C HTROZ TR® Order
UO:DBBZERECTE Higu2 R Order
00:08:82:E0:EB:3D HTB22 ER? Order
Cancel Save

Figure 158: Assign Multiple Devices to Subordinate Channel

Table 37: Assign to Subordinate Channel

Select Subordinate Select the sub-channel to assign the devices to

Channel Customer

Device Select the devices to assign to the sub-channel from the list or enter the

MAC addresses of the devices.

Dxecurion Device Designated Device @ Dncer MAC

“Enter MAC 0o:08:82:11:22:33 00-0B-82:11:22.44 10-0B:82:11:22:33

Figure 159: Copy and Paste Multiple MAC Addresses

4. Click the Save button to finalize changes and the assignment. The sub-channel will then be notified of

the device assignment.
Notes:
e The device which has been allocated to a customer cannot be allocated to any customer else.

¢ When the device is allocated, the user cannot acquire back the device. If the device is allocated to a
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customer incorrectly, the user could contact the subordinate channel customer to allocate the device

back to the user.
Configure Device

To manage devices from the Channel Management device list, users must first import the devices to

GDMS Device Management.

Import Single Device

1. Click on the l'?ﬁ button for the desired device. The following window will appear:

Import this device to device configuration?

Figure 160: Import to Manage Device

2. Click on the “OK” button to finalize the import.
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The User Management page allows users to view, add, and edit users and manage role privileges. By

default, GDMS has one administrator, which has all available privileges. Roles are sets of privileges that

admins can assign sub-users.

Add Role

To add a role with specific privileges, click on the Add Role button at the top right of the User Management

- Role page and enter the following information:

A Crandueam
ke - Add Role
Select Permissang Gishised

Edit Acceant Delete Accaunt

SIP Server List Al Server Delete Server Edit Server

Device - Device List

Device st Transter Device Add Device Inpart Device

Faport Geare Eelit Nesace nrlese Dears upgrade Firmaare

:-he: I;auaulna:ners .-.;{C;L';:[ ;:c;-'.'lgurati:n Operation Logs Task |[‘G'\'

Engllsn - (GMT-08.00 Belling, Ch
Figure 161: Add Role
Table 38: Add Role

Role Name Users need to input the name of the role in this field.
Description Users need to input the description of the role in this field.

Select Permissions  Users need to select the privileges of the role.

Note:

If a role does not have the privilege for a feature, GDMS portal will not show it.
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Edit Role

7]
To edit a role’s name, description, and privileges, click on the r—' button for the desired role.

Note:

Users cannot edit the roles of the default admin account.

Delete Role

To delete a role, click on the 0 button for the desired role. If the role includes some sub-users accounts,

the role cannot be deleted.

Add Sub-user

To add a sub-user to the GDMS account, click on the Add Sub-user button and enter the following

information:

Add Subuser X
* Name
* Email
* Role

* Manageable organization

Cancel Save

Figure 162: Add Sub-user

Table 39: Add Sub-user
Name Users need to input the name of the sub-user in this field.

Email Address Users need to input the email address of the sub-user. The sub-user will use this to verify

and activate this account, log into GDMS, and receive email notifications.
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Role Users need to select the role of the sub-user.

Manageable Assign the manageable organization to the user, and the administrator could select the

Organization manageable organizations from the existing organizations.

Upon creating the sub-user, an activation email will be sent to the configured email address. The sub-user

must click on the provided link to activate the account.

Edit User

7
To edit a verified sub-user’s role, click on the r—' button for the desired sub-user and select the new role.

The sub-user’s other information cannot be modified even by an administrator.

Edit Subuser *
* Name
* Email
* Account
* Role admin
* Manageable organization Sub-companies 2 sqhuang's Organization
Cancel

Figure 163: Edit Sub-user

For unverified sub-users, administrators can modify the name, email address, and role. Additionally, they

can send an account activation email to the configured email address.

0
=03

& |rwerang tesc 123@m@srom admin backstage WKL [=]

Figure 164: Edit Unverified Sub-user

Delete User

To delete user accounts, click on the 0 button for the desired user. Deleted users cannot log into GDMS.
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Personal Information

Users can view and edit their personal information on GDMS by clicking on their name in the top-right

corner of the GDMS portal and clicking on Personal Information.

& GbMms 2 crandsweam
7 Personal Information
@ Dasic Info

Cisplay hame Grandsiream wadify

Emzil jhwang@grandsream.cn Madiry

(GMT+08:00] Dejirg, Chorgng, Haag Komg SAR, Unung naadily

& Mulli Factor Salety
Authentication

Multi Factor Safety Authentication  Disabled Cnable
o Hole Info

Aole admin

Figure 165: Personal Information

Table 40: Personal Information
Name This option shows the display name for the account.

Email Address  This option shows the email address associated with the account. To modify this email

address, the user will need to enter the current login password.

Login Name This option shows the username for the account. This is used for logging into GDMS,

and it cannot be modified.

Password The login password is editable. The user needs to input the original login password to

modify the current login password.

Company This option shows the name of the user’s company.
Country This option shows the country of the user.
Time Zone This option shows the time zone of the user.
Role Info This option shows the current role of the user.
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Sign Out

Log out of the account by clicking on the username on the top-right corner of the GDMS portal and click
Sign Out.

._.ﬂ' Grandstream

4 Personal Information

b |

Figure 166: Sign Out

Delete GDMS Account

If the user does not want to use the GDMS platform to manage devices anymore, the user can delete the

GDMS account and all sub-accounts of the enterprise.
Note:
After deleting the GDMS account, all data of the GDMS account will be deleted.

1. Click “Personal Information” option on the name menu at the upper right corner of the main page to

enter the personal information configuration page.

2. Click “Delete business account” button at the top of the page to delete the current GDMS account. If
the enterprise GDMS administration account is deleted, all sub-accounts under the main GDMS account

will also be deleted.
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ORGANIZATION MANAGEMENT

If users want to manage devices in multiple subordinate organizations, users could create multiple
organizations (such as customer enterprises, sub-companies), and assign the devices to multiple users to
manage separately. The devices, SIP accounts, and other parameters are separated between different
organizations. The data in a specific organization can only be viewed and managed by the administrator

who has the permission.
All devices and data are in “Default” organization by default.

Multiple organizations and administrators:

A Register enterprise accounts on GDMS platform N
% (e.g. service provider, channel providers, etc.) \

Default Organizations Organization - AAA (e.g. subsidiaries) Organization - BBB(e.g. subsidiaries)

\

|

|
Devices Config eSS Devi Confi }
Mangement Template ™ cHees o Te onllgt Diagnostics Devices Config Diagnostics ‘
IR emplate Mangement 4 Template g }

@@ ° |
|

|

|

'y }

|

|

|

|

|

|

|

|

|

/

A
System
Mangement
P P e O o ® o
\\ y
AN B h Admini B
ini ranc ministrator
~ Platform Administrator SIEIel e S 2 ///

Figure 167: Multiple Organizations and Administrators

Switch Organization

If the user has permissions for multiple organizations, the user could switch to manage different

organizations.

1. Click the drop-down box of the Organizations menu at the upper left corner of the page to select the

organization the user wants to manage.

2. After switching the organization, the user only could view/edit the Device, SIP Account, Template, and

other data under the organization.
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Figure 168: Switch Organization

Add Organization

The user could create an organization if the user has the permission.

1. On the menu at the right side of the page, select System Management - User Management, and select

the “Organization” tab, click the “Add Organization” button at the upper right corner.

2. Fill in the information of the organization as shown in the following figure:

Add Organization b

Create subordinate organization (e.g. custormer company). Devices and SIP accounts for each
organization will be managed separately. View detall

* Organization Name
Assign User pdtest
Clone Organization

Description

Cancel Save

Figure 169: Add Organization
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Table 41: Add Organization
Organization Name Input the name of the organization.
Assign User Select the users who will have the permission to manage the organization.

Clone Organization This is used to select to copy data from other organizations, the data include SIP
accounts, model templates, group templates, sites, etc. When the organization is
created successfully, the data under the specific organization will be copied to the

current organization.

Description Input the detailed descriptions of the organization.

3. Click Save button to save the organization in GDMS platform.

4. The system will switch to the new created organization by default, and the user could add devices to

the new created organization for management.

Edit Organization

Users could edit the organization’s information at any time.

1. Onthe menu at the right side of the page, select System management - User Management, and select

the “Organization” tab to view all organizations under the account.

7]
2. Click on the button r—' following the organization name to access to the editing page. The user could
edit the organization name, the administrator of the organization, and descriptions, as the figure shows

below:
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Edit Organization X

Create subordinate organization (e.g. customer company/subordinate company),
the devices and SIP accounts for each organization will be manged separately.

* Organization Name | Default Organization
Assign User YAXU rjyaoii ylluo123 yxxusub

Description

Cancel Save

Figure 170: Edit Organization
Delete Organization

1. On the menu at the right side of the page, select System management - User Management, and

select the “Organization” tab to view all organizations under the account.

2. Click on the Delete button following the organization name, the organization will be deleted
completely after confirmation, including the SIP accounts, templates, tasks, diagnostics histories,

and other data under the organization.

Note:

If there are devices in the organization, the organization cannot be deleted. Please transfer the devices to

other organizations before deleting the organization.
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Users could view all operation logs of the system, including the login/logout logs of the user, adding new

devices, deleting devices, adding SIP accounts, deleting SIP accounts, firmware upgrading/downgrading

logs, updating configuration files for devices, devices factory reset logs, devices diagnostics logs, creating

model template logs, and etc.

On menu at the right side of the page, select System management - System Log, and users could view

all operation logs of the system. Users could also search the operation logs by level, operation contents,

operators, and time.

Note:

Users could only view the system logs for the last 30 days.

& GDMs
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Usermarne
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Figure 171: System Log
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VALUE-ADDED SERVICES

. Plan & Service ~ . . .
Users can click on the button on the top right corner to view the value-added services

provided by GDMS platform. The following two value-added services are available in GDMS platform:

UCM Remote Connect Plan

e Supports only for UCM63xx. When users add the UCM63xx device to GDMS platform, users will obtain

the free trial plan.

*  Complete NAT penetration mechanism. Users can use it directly without complicated configuration, so
that it can ensure the remote communication requirements through external network (including GS
Wave application in mobile phones/desktop clients for registration / communication through external

network).

* UCM Remote Management: There are 3 levels according to the plans, including: View device
information (e.g. Firmware version), SIP accounts synchronization, remote restarting UCM device,

upgrading UCM, and remote access to the UCM Web UI.

* GDMS Cloud Storage service is provided with bonus cloud storage space. This is used for backup

configuration files and user data for UCM.

* UCM data statistics report is provided and sent to the administrator through email.

Cloud Storage Space Plan

* Theplanis used to store user profiles such as ringtones, language packs, firmware, and other resource

files.

* As an additional plan of UCM device, this is used to expand the cloud storage space of UCM device,

to backup configuration files and user data.
Note:
1. Users can check the plan details and price on official website.

2. Please refer to UCM63xx User Guide on official website for details about: Using remote call function
on UCM/GS Wave application, backup files to GDMS cloud storage space, restoring backup files, and

viewing the details of remote call records.
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UCM CloudIM Plan

UCM CloudIM Plan provides cloud IM communication services for UCM devices. After purchasing this

plan, Wave users can use the cloud IM system, and the chat data will be stored in the cloud system.
*  Supports unified communication across multiple UCM devices in different regions.
*  Provides cloud communication service with high performance, large storage, and multi-function.

e  Starts to use UCM CloudIM service, which is not limited by the performance and storage space of

UCM devices. Phone calls and messages are not affected by each other.
Note:

1. Currently, users can only apply for trial plan. Each enterprise account can only apply for one UCM
CloudIM plan.

2. Atfter enabling UCM CloudIM plan in the UCM device, all chat data will be stored in the cloud system.

The local chat history will not be viewable.

3. Each UCM CloudIM plan can be bound to the multiple UCM devices in a certain enterprise so that the
users of the multiple UCM devices can send IM messages, create groups, send meeting notifications to

each other, etc.

4. If the UCM CloudIM plan expires, the Wave users cannot log in to the account. The chat data will also
be deleted. Please renew the UCM CloudIM plan in time.

Trial Plan

1. Click on Plan & Service > Services interface on the right upper corner to access to Services interface.
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@ GDMS £ Plan & Service B Grandsweam? -
Services
= 7, \\\
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Cloud Storage Space UCM RemoteConnect UCM CloudiM
Provide online private storage space Provide remoreconnect services such Provide cloudIM communicarion
for GDMS users and UCM devices a5 cross-necwork remote audio and services for UCM devices
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+ Advanced management of UM
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Figure 172: Services List Interface

2. Click “Free Trial” button at the bottom of “UCM CloudIM” service, select the CloudIM service region

and enter the enterprise name for the plan. Please see the screenshot below:
Note:

It is recommended to select the nearest region to the UCM device.

Apply Plans =

Select CloudIM service region

US Region

* Enterprise name for the plan

Figure 173: Apply Plans
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3. Click “Save” button to get the UCM CloudIM plan, and the user can view CloudIM service domain
name, service ID and Key.

Apply successfully!

Service Domain  im.gdms.cloud
Service ID 100008 OJ)
Service Key O7b2b277-" g §d11232328C7852C D_]
Expiration Time 2021/07/11

You can copy the above information to bind CloudIM plan in UCM device, or
bind it in GDMS now.
More

Bind UCM Device

Mot now

Figure 174: Finish Applying UCM CloudIM Plan

4. The user can quickly bind the UCM device for the UCM CloudIM plan so that the UCM device can
quickly enable the UCM CloudIM plan.

Bind UCM Device

A CloudIM account supports binding multiple cross-region UCM devices, and can also be bound on the UCM device management platform.

Enter the department, MAC address of the device and dial prefix

Us-ucm C0:74:6D:0A:8E:88 (sghuz - 99 [x ]
CN-UCM C0:74:AD:06:9B:7D / 88 [x ]
0 Add Device

Figure 175: Bind UCM Device
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Note:

The user can also copy the service ID and service key and bind the UCM device in the UCM device
management platform. The user can go to UCM Web Ul > System Settings = CloudIM interface and
enter the CloudIM involved information in the blanks. The corresponding IM data are placed in the CloudIM

external server.

Cloud IM

Enable Cloud IM:

* Cloud IM Server Address:

* Department Name:

Prepend:

Figure 176: Bind UCM Device on Web Ul

View UCM CloudIM Plan Service ID and Key

In My Plan interface, find the UCM CloudIM plan, click the icon @ to view the service domain name,

service ID and Key of this plan.

MyPlans ~ Plan Details

Service Domain: 192.168.126.101 Service 1D: 45924e547962456ea0e06b9debb89e49
Service Key: d0ab3bc58c1c46a38e0ec40d7b3587a4 Plan Storage: Chat file and picture (0B Used — 0%)
order ID Plan Price(USD) Type Subscription Time Expiration Time Status Options &

Figure 177: View Service ID and Key

Note:

If the storage space of this plan is full, the user cannot send files and pictures.
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Manage Bound UCM Device

1. In My Plan interface, find the UCM CloudIM plan, click the icon g .

Plan owner Subscription Time Expiration Time Status Options )]

UCM CloudiM Grandstream

2021/03/17 2021/06/17 In Trial @ =

Figure 178: Find UCM CloudIM Plan

2. View the UCM devices which are bound to the UCM CloudIM plan. It allows users to add/delete devices.

Please see the screenshot below:

Bind UCM Device

A CloudIM account supports binding multiple cross-region UCM devices, and can also be bound on the UCM device management platform.

2021/03/26
O Us-UCM 99 [m]
Enter the department, MAC address of the device and dial prefix
CN-UCM C0:74:AD:06:9B:7D 88 [ x ]

0 Add Device

Figure 179: View Bound UCM Devices

Department Name Enter the name of the department using this UCM device so that the contact details

in the Wave application can be viewed.

UCM MAC Address Enter the MAC address of the UCM that uses the UCM CloudIM plan. It only
supports the UCM devices which have been associated to the GDMS platform.

Note:

For the UCM devices which have been associated to the GDMS platform, the user

can only log in to the UCM management platform to configure the CloudIM services.
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Dial Prefix The dial prefix required to dial this UCM device must be the same as the trunk dial
prefix configured in the UCM. Please refer to the UCM Administration Guide for

more details.

For example, there are UCM A, UCM B, and UCM C. If the configured prefix of
UCM B and C to dial A is 99 (configured trunk), then when the user adds UCM A,

the user needs to configure the dial prefix to 99.
Note:

If the user adds/deletes/edits department name, the status will show as the icon (J until the UCM is

online and synchronized, and then the updates will be applied.

Edit Enterprise Name

1. In My Plan interface, find the UCM CloudIM plan, click the icon E .

Plan Oowner Subscription Time Expiration Time Status Options )

UCM CloudimM Grandstream

o 2021/03/17 2021/06/17 In Trial o
evice: 1 §

Figure 180: Find UCM CloudIM Plan

2. The user can modify the name of the enterprise, and the new name will be applied immediately.

Edit Enterprise X

* Enterprise name of using the plan

Grandstream

Cancel Save

Figure 181: Edit Enterprise
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Note:

Currently, the enterprise name is only used to remark the UCM CloudIM plan, and it will not be displayed

elsewhere.
Purchase Service
Purchase UCM Remote Connect Plan (Pending)

Users can purchase one or more UCM Remote Connect plans and assign them to the corresponding
UCM63xx devices.

Prerequisites: Users need to have a PayPal account before purchasing plans.

1. Click on Plan & Service 2> Services interface on the right upper corner to access to Services interface.

%) cbDMs © Planaserice v M Grandstream

soard Services

B |
\~= =

starting at $20 /month

Beta Testing.. Buy Now

Englén - (GHT05.01 Being

Figure 182: Services Interface

2. Select UCM Remote Connect plan and click on Buy Now button to purchase the plan. If the user never
uses this plan in the UCM63xx device before, the user can click on “Free trial for 3 months” to get a

free trial plan.

Table 42: Purchase Plan

Plan (Required) Select the plan the user wants to purchase and click More button to

view the plan details.
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UCM Cloud Storage (Optional)Purchase additional cloud storage space at the same time, the user can

Add on Plan check this option and select the cloud storage space plan.
Billing Address (Required) Fill in the user’s actual address for invoice.
Amount Please enter the number of the plans the user wants to purchase this time, the user

can click “+” / ”-” button to increase/decrease the amount, or directly enter the

amount.
Sliver Plan + label 50GB Storage 1 +
Duration Please select the duration of the plan to be purchased, e.g. 1 year.

3. View the total amount of the purchase order, including taxes.
4. Click the Pay button to enter the PayPal payment page and confirm the payment.

5. Once the payment is proceeded successfully, the purchased plan will be assigned to the associated

UCM device immediately.
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Assign Plan *

1 device(s) can be assigned All Organizations All Sites I
MAC Address Device Name Model Plan
CO:74:AD:06:9B:7D — UCcme202 Platinum

] CO:74:AD:06:9B:7C CO:74:AD:06:9B:7C Ucme202 Basic 3
CO:74:AD:1B:49:FF — UCcme202 Sliver
CO:74:AD:1B:8E:74 ucme302 UCcme302 Basic
CO74:AD:1B:47:72 — UCcme202 Basic
CO:74:AD:1B:47:73 — UCcme202 Basic [
CO:74:AD:1B:49:D8 — UCcme202 Basic
CO:74:AD:1B:49:FC — UCcme202 Platinum
CO:74:AD:1B:49:FD — UCcme202 Basic
CO:74:AD:1B:49:FE — UCcme202 Sliver
CO:74:AD:1B:4A:01 — UCcme202 Platinum
Cancel “

Figure 183: Assign Plan

6. When the user confirms to assign the plan to the UCM device, the user can view the purchased plan on

My Plans interface, and view which device is using the purchased plan.

My Plans
All Slatus

Blan Owner Subscription Time Espiration Timz Starus Oprions ]

UCM Remote Work
ot UCME202 (L0 74ADO69E/C)

202040716 2210716 Active DO e
© Gz

B Storage

Figure 184: View Purchased Plan
Note:

Grandstream will review the order and contact the user if there is any problem. If the purchasing operation

is failed, the user will receive an email.
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Purchase UCM Cloud Storage Add-on Plan (Pending)

Prerequisites: The UCM device already has a paid UCM Remote Connect plan.

1. Goto Plan & Service > Services interface, select the UCM Cloud Storage Add-on Plan by clicking
on Buy Now > UCM Cloud Storage Add-on Plan.

& GoMs @ Pangsevice~ @ Grandstream -

Services

0= C—)
NaE3 =

UCM RemoteConnect Cloud Storage Space
Provide remoteconn ¥
s vork r

Provide online private storage space
for GOMS users and UCM devices

Starting at $20 monin

User Cloud Storage Plan

[CRiEe  English -~ (GMT-08.00) Beijing. Ch

Figure 185: UCM Cloud Storage Add-on Plan
2. Select the UCM plan which the user wants to add the UCM Cloud Storage Add-on Plan.
3. Enter the plan purchase page and pay for the UCM Cloud Storage Add-on Plan.

4. When the payment is proceeded successfully, the user can view the UCM Cloud Storage Add-on

Plan on My Plans interface.

My Flans
Al Srarus
Owner Subscngton Time Exparavon Time ESratus Op:_c ns
UCH Reeenone Wrk R
VCMB202 [Clr7a: AD-06:38:7C) 202000716 20210716 o ags
Figure 186: View Purchased UCM Cloud Storage Add-on Plan
Note:

Total Payment = the price of Cloud Storage Space plan * the remaining period of UCM Remote Connect

plan. The purchased UCM Cloud Storage Add-on plan’s expiration date must be the same as the UCM
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Remote Connect plan.
Purchase User Cloud Storage Plan

User Cloud Storage space is the cloud storage space used by all the current enterprise users. It is mainly

used to store resources files such as custom firmware, ringtones, language packs, etc.

Prerequisites: The enterprise account has not purchased any user cloud storage plans. If purchased, the

administrator can renew or upgrade the current user cloud storage plan.

1. Goto Plan & Service - Services interface, select the User Cloud Storage Plan by clicking on Buy

Now - User Cloud Storage Plan.

© Panaservice ~ @ Grandstream

Services

\ r
[y ( 7N

N =%
UCM RemoteConnect Cloud Storage Space

s such Provide online private storage space
for GDMS users and UCM devices

searting at $20 /montn

Beta Testing.

User Cloud Storage Plan

Pl Englsh - (GMT-0800) Beling Ch

Figure 187: User Cloud Storage Plan
2. Enter the plan purchase page and pay for the User Cloud Storage Plan.

3. When the payment is proceeded successfully, the user can view this plan in My Plans interface. The

user can also view the current usage on the Resource - Storage Space interface.

View My Plans

Click on the Plan & Service > My Plans on the upper right corner to access My Plans interface. This

page displays all purchased plans by the current enterprise.
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&) cGoms @ ranasenice v 4P Grandsoeam
My Plans 2 Services
All Status
Subscription Time Expiration Time LERT Jption
UCM Remote Wark None
4 . 2020106729 2021/06/29 Oe WS
UCM Remote Wark
UCME202 (CO:74:AD:1B:4A:02) 5 .
2020006729 2021/06/29 ol .
UCM Remote Wark None
i - 2020/06/29 2021/06/29 OQges
WM A I UCME202 (CO:74.AD 06:98. 7€)
Ee2 _7a 202006728 2020/07/28 oQ e s
(]
UCM Remate Work UCME204 (00 0882 DC.72:5F) g
2020006723 202009723 OR s
UCM Remote Wark Hone
k 2020/06/23 2020/09/23 oOewTSs
UCM Remote Wark None
2 2020/06/20 2022/06/20 g es
UCM Remate Wark None
2 2020/06/20 2021/06/20 Oaes
UCM Remate Wark UCME202 (CO-74:AD 1B-49:C) ” 5
202010619 20220613 (0jC! o
UCM Remote Work
None I
English (GMT-08:00) Beljing, Ch

Figure 188: View My Plans
View all plans on the Plans menu. There are total three types of status:

o Active

e Expired

e About to expire (Less than 15 days from expiration date)

e Invalid (The plan has been revoked or has not been approved)
e Intrial (The plan is a free trial plan)

Note:

1. If the user can see icon 0 , it means the UCM Cloud Storage Add-on Plan will expire soon. If the UCM
Cloud Storage Add-on Plan has expired, this will not be displayed.

UCM Remole Work

UCMEZ0Z (C0.74.AD.05.9B.7E)
i i 2 2020706728 202000728 A Expiire 5000 G} (¢

©
dr

Figure 189: UCM Cloud Storage Add-on Plan Expiration

2. If the user can see icon , it indicates that the plan will expire soon. Please renew or upgrade

the plan as soon as possible.
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View Plan Details

On My Plans interface, select a specific plan and click on button ® to view all order history of this plan,
including the additional plans.

e Users could check the order ID, purchase type (upgrade/renew/subscribe), current plans (including

additional plans), total price, tax, and billing address.

e The user can view all the additional plans under the current plan, as well as the record of orders of

the additional plans.

o |f the payment status is “pending”, it means the payment is processed successfully, and the user

could start to use the new plan. If the order cannot be processed, it will be regarded as “Invalid”,

and Grandstream team will contact the user.

e The user will receive an Email with the notification no matter the reviewing is successful or failed.

Wiy Plans - Plan Details
Flan PricefUsD) Type Subs Status Opuons 4
. o S0GE Swrage $530.38 I I
SO4EEEZ10143 subscrine 2020007115 20210716 Approving =
Bllling Address
Inad tangmizo 18, Hangzhau,
Gold e
1584B85057519 Upgrade 20N 208 Approng 15}
Tol 2 B 10/page

Figure 190: View Plan Details

Download Invoice

Users can download the invoices for all orders. If the purchasing behavior passes the verification, the user

could download the invoice from IPVideoTalk Portal.

1. View all plans on the My Plans menu.

2. Select a specific plan, click icon ® to view all order history of the plan.

wiyPlans - Plan Details
Flan PricefUso) Type Subscription Time Exparation Time swatus Dpuons &
R o SOGE Starage $539.88 I I
S94ES5210743 Subscrine 202000716 20210716 Appraving 15}
Bllling Address
i Inad tangmizo 18, Hangzhau,
Gol e
1594885057919 - Upgrade 200N G 202170718 Approang 15}
Tol 2 n 10/page
Figure 191: Download Invoice
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3. Click ﬁ

button to download the invoice in PDF format.

Note:

o |If the user purchases the plan from the distributor, please contact with the distributor to get the

invoice.

Assign Plan to UCM

The user can assign the purchased UCM Remote Connect Plan to the specific UCM device.

-

1. On My Plans interface, select a specific plan and click on = button or “Assign Now” option to assign

the plan.

UCM Rernore Work

20P0TIN 2021407101 : [OCcIE s

Figure 192: Assign Plan Options
Note:

If the plan has been assigned to the UCM device A, and the user assigns the plan to another UCM device

B, the plan of UCM device A will be changed to Basic plan.

2. Select the device which the user wants to assign the plan to.
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Assign Plan x
1 device(s) can be assigned All Organizations All Sites 1
MAC Address Device Name Model Plan
CO:74:AD:06:9B:7D — UCM6202 Platinum
CO:74.AD:1B:8E:74 ucme302 UCM6302 Basic 3
CO:74AD:1BA7:72 — UCM6202 Basic
CO:74.AD:1B:47:73 — UCM6202 Basic
CO:74:AD:1B:49.D8 — UCM6202 Basic
CO:74:AD:1B:49:FC — UCM6202 Platinum i
CO:74:AD:1B:49:FD — UCM6202 Basic
CO:74:AD:1B:49:FE — UCM6202 Silver
CO:74:AD:1B:4A:01 — UCM6202 Platinum
CO:74:AD:17:E2:58 CO:74:AD:17:E2:58 UCMe208 Basic
00:0B:82:DC:72:5F 00:0B:82:DC:72:5F UCM6204 Silver
Cancel “

Figure 193: Assign Plan to UCM
Note:

If the user selects the UCM device which already has a plan, the plan of the UCM device will be updated to

the new assigned plan, and the previous plan status will be “Unassigned”.
3. Click “OK” button, the selected device can apply the selected plan immediately.
Note:

If the UCM device is not online, the plan cannot be applied on the UCM device until the UCM device is

online.

Renew Plan

The user can renew the UCM Remote Connect Plan or Cloud Storage Space Plan at any time.

L
1. On My Plans interface, select a specific plan, click on button O‘ to access to the plan renewal

interface.
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iy Flans - Renew {SOGE Storage)
@ Plan = Rilling Summary

S0GE Storage

&M SOGE Storape Z02E6/E
$20 imanen S0GE Storage 202206629
1 year 2 years 3 years
= Billing Address
CountryRegian  Cninal ] Rericwal i 5240
50
Address Llinet  load tangmiao 12
2410
Address Line2 PaymentMethods
Payiel VISA (D v @
City  Hangzhou
statedProvinge  zhejlang “

* LIFPostal BI000%

Figure 194: Renew Plan

2. On the plan renewal page, the user can only select to renew the current plan and the additional plan.

The user can also select not to renew the additional storage plan at the same time.
3. Select the duration of the renewal, such as 1 year.
4. Fillin the billing address.
5. View the total amount of the purchase order, including taxes.
6. Click “Pay” button to enter the PayPal payment page and confirm the payment.
Notes:
o |Ifthe user wants to renew the UCM Cloud Storage Add-on Plan, the duration will be counted from
current date to the expiration date of the UCM main plan.
e |f the user wants to change plan, the user can click on button Q to upgrade plan.

e Grandstream will review the order and contact the user if there is any problem. If the purchasing

operation is failed, the user will receive an email.
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Upgrade Plan

The user can upgrade the UCM Remote Connect Plan or Cloud Storage Space Plan at any time.

-
1. On My Plans interface, select a specific plan, click on button = to access plan upgrading interface.

If the UCM Remote Connect Plan has an additional Cloud Storage Space plan, the user can select to

upgrade the specific plan.

2. Select the pre-upgraded plan on the purchase page. Users can only select the plan which is higher-

level than the current plan.

3. When the user selects to upgrade the plan, the user can select to renew the plan at the same time and

select the renewal duration.

4. If the current plan has expired, the user must check the option to renew the plan.

5. View the total amount of the purchase order, including taxes.

6. Click “Pay” button to enter the PayPal payment page and confirm the payment.

7. When the payment proceeded successfully, the upgraded plan will take effect immediately.
Notes:

Grandstream will review the order and contact the user if there is any problem. If the purchasing operation

is failed, the user will receive an email.

Plan Expiration Notice

If the plan in the account will be expired after 15 days or already expired, the user will receive a notification

through registered email.

An example of plan expired email notification:
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& cpMs
Hi. Jyang

The fodlowing GDMS service plan has expired, you will no longer be able to use LICKM remore wark services, and files
that exceed the storage space will be delered.

Plan Expire Time Owner Directions

UCM Remote Work
5 202040712 — Storage space exceeded: 0GB

UCM Remote Work

202040712 — pe spate exceeded: 0GB

UCM Remote Work

202040712 &torage space exceeded. 0GB

UCK Remote Work
e 2020407712 — Srorage spare exceeded- 0GB

UCK Remote Work
2 202040712 = Storage space exceaded: 0GB

UCM Remote Weork
L 202040712 — Storage space exceeded: 0GB

UCM Remote Work
I 202040712 - “torage space exceeded. DLE

Tipe After the package swpired, the files thar exceed the storage spare will he delersd

O, I 70 hirtps:/fwww gdims clouds plansmyPlan 7o rensw

Figure 195: Plan Expiration Notice
Note:

¢ Once the plan expires, the files exceed the maximum storage space will be deleted after 7 days.

Please download the files as soon as possible or renew in advance.

¢ Once the plan expires, if the user configures custom access server address for UCM device, the

custom access server address will be deleted after 7 days.
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MULTI-FACTOR AUTHENTICATION

GDMS Multi-Factor Authentication (MFA) is the simple and best security practice method that adds an extra
protection to account username and password. When MFA is enabled, the user will be required to enter the
login username and password (the first security method) and an authentication code (the second security
method) from the MFA device when they log on to the GDMS platform. These multiple methods will improve

the security for the settings and resources of your GDMS account.

Users can purchase supported physical devices or virtual MFA devices to enable MFA for GDMS accounts.
* Virtual MFA Device

Virtual MFA Device is an application that runs and simulates physical device on mobile phones or other
devices. Virtual MFA device will generate a six-digit code based on a one-time time-synchronized

cryptographic algorithm.

When logging into GDMS platform, the user must type in a valid code from the specific device. Each virtual
MFA device assigned to the user must be unique. The user cannot type in the code with another user's
virtual MFA device code for authentication. Since the virtual MFA device may be executed on unsafe mobile

device, it may not provide the same level of security as physical MFA device.
* Physical MFA Device

Physical MFA Device is a device can generate a six-digit code based on a one-time time-synchronized

cryptographic algorithm.

When logging into GDMS platform, the user must type in a valid code from the specific device. Each
physical MFA device assigned to the user must be unique. The user cannot type in the code with another

user's physical MFA device code for authentication.
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Table 43: MFA Device Standards

Virtual MFA Device Physical MFA Device

MFA Device

Refer to table 2

Free

Physical Device

Use your smartphone/tablet/PC
Standard which can execute applications that
support open TOTP standards to

install virtual MFA device

Support multiple tokens on single

device

Download Virtual MFA Application

Purchase physical MFA device
Price by supplier

The physical device which supports
open TOTP standards. It is
recommended to use the devices from

Microcosm manufacturer.

The financial service institutions and IT
enterprises use the same model of

device.

Install virtual MFA application for your smartphone/tablet/PC from your device’s app store. The following

table lists some applications that are suitable for multiple kinds of smartphones.

Table 44: Suitable Applications

Android Google Authenticator; Authy 2-Factor Authentication
iPhone Google Authenticator; Authy
Windows Authenticator

Enable MFA Device

To enhance security, it is recommended that users can configure Multi-Factor Authentication (MFA) to help

protect GDMS resources. Users can enable MFA for GDMS accounts.

GDMS User Guide
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Enable Virtual MFA Device

Prerequisite: Users need to install virtual MFA application on the smartphone/tablet/PC before enabling
virtual MFA device.

1. Log in to the GDMS platform with your account number, click on the name at the upper right corner,

and access the personal information page:

Personal Information

© Basic Info
* Display Name Grandstream Modify
Email jhwang@grandstream.cn Modify

Username yxxu
PERSWOrd vk Modify
Company yxxu company Modify
Enterprise type Enterprise user
Country/Region China{#E) Modify

Timezone (GMT+08:00) Beijing, Chongging, Hong Kong SAR, Urumagi Modify

© Multi-Factor Safety
Authentication

Multi-Factor Safety Authentication Disabled Enable

© Role Info

Role admin

Figure 196: Access Personal Information Page

2. Click to enable “Multi-Factor Safety Authentication” option and select to use “Virtual MFA Device”

on the pop-up window, then click “Next” option to continue.

3. Then, it will generate and display the configuration information of the virtual MFA device, including QR
code graphics. This figure represents the configuration of the virtual MFA device as a secret key, users
can scan the QR code to finish setting virtual MFA device. Users can also input the secret key manually
into the smartphone/tablet/PC in order to finish setting virtual MFA device if your smartphone/tablet/PC

does not support to scan QR code.
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o Install the application in your phone or computer.

View Compatible Applications List

9 Scan the QR code with your software token application.

You may also enter the secret key Show Secret Key
9 Enter the 2 MFA codes shown on the application.

Code 1

*Code 2

Can[el prev “

Figure 197: Scan QR Code
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4. Open virtual MFA application in your smartphone/tablet/PC, ensure that whether if the application in

your smartphone/tablet/PC supports to scan QR code, and then perform one of the following actions

below:

a. Ifthe MFA application in the smartphone/tablet/PC supports to scan QR code, the user can use

the application to scan QR code to finish setting virtual MFA device. For example, the user can

select the camera icon or scanning QR code option to use the device's camera to scan the QR

code.

b. If the smartphone/tablet/PC does not support to scan QR code, the user can click on “show

secret key” option and input the private secret key manually in the MFA application.

Note: If a virtual MFA application supports multiple virtual MFA devices or accounts, the user can select

the appropriate options to create new virtual MFA devices or accounts.

5. When the operations above are completed, users can use the virtual MFA device to generate one-

time passwords.

In the MFA secret code box Code 1, the user enters the one-time password which is displayed in the

virtual MFA device currently. Then, wait for 30 seconds so that the virtual MFA device will generate a

new one-time password, the user enters the second one-time password in the MFA secret code box

Code 2.

Y S
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Google Authenticator

712985

q(@grandstream.cn d

123 611

123 d

Figure 198: Input MFA Secret Code

6. Click on “Start Verification” option to start to verify the password. When the verification is pass, the
GDMS account and the virtual MFA device has been bound successfully. When the user tries to log in

the GDMS platform, the user must input the MFA device code.

Notes:

o When the secret code is generated, the user needs to use the secret code to proceed verification
process immediately. If the user does not submit the secret code and wait for too long time, the
one-time secret code (TOTP) may be expired. Then, the user may need to start the verification

process again from the beginning.

e The user can only bind the virtual MFA device to a single account.
Enable Physical MFA Device

Prerequisite: The user needs to purchase the physical MFA device before using this verification function.

1. Log in to the GDMS platform with your account number, click on the name at the upper right corner,

and access the personal information page.

2. Click to enable “Multi-Factor Safety Authentication” option and select to use “Physical MFA Device”

on the pop-up window, then click “Next” option to continue.

3. Enter the interface below to bind the physical MFA device with the GDMS account:

GDMS User Guide Page | 205

e Version 1.0.6.10



GRANDSTREAM

CONNECTING THE WORLD

Security Token Authentication X

o Enter the secret key received from the enterprise How to
obtain

e Press the button on the device and enter the 6-digit code.

e Wait 30 seconds and press the button to enter the 6-digit code.

For more information about MFA devices, please see User Guide

Figure 199: Hardware MFA Device Authentication

4. Input the secret key of the device. Please contact with the manufacturer for the secret key.
Note:

The key format is required to be “DEFAULT HEX SEEDS” (seeds.txt), or “BASED32 SEEDS”.
Examples:

HEX SEED: B12345CCE6DA79B23456FE025E425D286A116826A63C84ACCFE21C8FES53FDB22
BASE32 SEED: WNKYUTRG3KE3FFTZ7UIO4QS5FBVBC2HJKY6IJLCP4QOH7ZJ12YUl====

5. In the MFA secret code box Code1, the user enters the six-digit one-time password which is displayed
in the physical MFA device currently. The user needs to press the button on the front of the physical
MFA device to display the secret code. Then, wait for 30 seconds and press the display button on the
front of the physical MFA device again, so that the MFA device will generate the second six-digit one-
time password. The user needs to enter the second one-time password in the MFA secret code box
Code 2.

OT c200
Vo W

Figure 200: Physical MFA Device
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6. Click on “Start Verification” option to start to verify the password. When the verification is pass, the
GDMS account and the physical MFA device has been bound successfully. When the user tries to log

in the GDMS platform, the user must input the MFA device code.
Notes:

¢ When the secret code is generated, the user needs to use the secret code to proceed verification
process immediately. If the user does not submit the secret code and wait for too long time, the
one-time secret code (TOTP) may be expired. Then, the user may need to start the verification

process again from the beginning.

o The user can only bind the physical MFA device to a single account.

Remove MFA Device

If the user does not need to proceed MFA verification, the user can remove the MFA device and restore

normal login authentication method.

1. Log in to the GDMS platform with your account number, click on the name at the upper right corner,

and access the personal information page.

2. Click “Remove” button to remove the MFA Authentication function for the current GDMS account.

Lost MFA Device/Invalid MFA Device

If your MFA device is lost or does not work properly, you can remove the MFA device first and then re-

enable the new MFA device.

Method 1: If your GDMS account is a sub-account, you can contact the main GDMS account to remove
your multi-factor authentication from the User management page. After removal, you can log in to the

GDMS platform with the password, and then re-enable the new MFA device.

Method 2: If your GDMS account is a main GDMS account and you cannot log in to the GDMS platform,
you can contact our Technical Support, provide your relevant information to our Technical Support, and they
will help you remove the multi-factor authentication (Our Technical Support will send the removal email to

the user and the user needs to input account password and check removal).
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API DEVELOPER

GDMS platform opens APl interfaces for public users. Users can apply for APl Developer to use the services.

Users can click to view the details about API interfaces.

API document access address: https://doc.grandstream.dev/GDMS-API/

1. Click on “API Developer” on the menu on the left side and click to apply for APl Developer.

£ drendunean -
APl Developer
Erilerpses can el A9 Dl W L ok wanons GUMS Tt vis AR i paly ) ois 481 inenTaves mehssde Sul are ol hmited Lo querng devie bsts, assigning avount numbers o deaces, cnlgarmng
devizes, iewing dewice starus and deralls, crestngddelening/updaring accounts and SIF servess, ooe.

Enable AP Developer Mode

Englsh IGMT=I8TI0) Beying Ch

Figure 201: API Developer

2. Click on “Apply for APl Developer”, the GDMS platform will assign the API Client ID and secret key to
the GDMS account, and the GDMS account can use the API Client ID and secret key to invoke the API

interfaces.

APl Developer

Enterprises can enatle AP| Developer Mode 1o invoke various GDMS leatures via AP1in third-party applications. -\PI interfaces include but are nod mited o: guerying device lists, ssigning account numbers w devices, configuring
devices, viewing device status and details, creating/deletingfupdating accounts and SIF servers, eic. View

& APl Developer Info
APIID 1007

Secrer ey NOFNDFRGYUSMARMPRUAPLAXAAMMICLUIAS

Disabie AP Developer Mode

Figure 202: Apply for APl Developer
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3. Ifthe user wants to disable API Developer feature, the user can click on “Disable API Developer” to stop

invoking the API interfaces.

Notes:

1. Call API Address:

The APl Address is https://{gdms_domain}/oapi/xxx
* If your GDMS account is in US region, the {gdms_domain} can be filled with www.gdms.cloud
* If your GDMS account is in EU region, the {gdms_domain} can be filled with eu.gdms.cloud

2.When the API Developer is disabled, the previous API secret key will be invalid, the user cannot invoke
the GDMS interfaces. If the user tries to re-apply for the API Developer feature, the system will assign

another secret key to the GDMS account.
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ABOUT GDMS

Users can view GDMS system information, supported device models, and firmware requirements for device

models by clicking on System Management - About GDMS.

About GDMS

© System Version

Default GDMS Version 1.0.1.16 W Release Notes
v

© Help

@ Diag

User Guide

© Supported Models and Firmware

Audio Device Video Device Conference Device ATA Device
Model Minimum Firmware Version Recommended Firmware Version
%8 System DP750 1.09.9 1.011.4
DP752 1.09% 10114
GRP2612 1.0031 1036
GRP2613 1.0.0.31 1036

() About GDMS ERZINIES  English (GMT=01:00) Casablanc:

Figure 203: About GDMS
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EXPERIENCING GDMS.CLOUD SYSTEM

Please visit our product website at https://www.grandstream.com for the latest release, features instructions,

FAQs, latest documentations, and latest products information.

We encourage you to browse our product related documentation, FAQs and User and Developer Forum

for answers to your general questions. If you have purchased our products through a Grandstream

Certified Partner or Reseller, please contact them directly for immediate support.

Our technical support staff is trained and ready to answer all your questions. Contact a technical support

member or submit a trouble ticket online to receive in-depth support.

Thank you again for using Grandstream GDMS system, it will be sure to bring convenience to both your

business and personal life.
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